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Chapter 1

Fundamentals

GENERAL

The command and control environment is characterized by rapid
change and continuous chdlenge. Implementation of maneuver
warfare, with its emphasis on speed and tempo, demands com-
pressed planning, decision, execution, and assessment cycles. The
speed, flexibility, and maneuverability associated with aviation as-
sets can compress the decision cycle for aviation command and
control even further. At the same time, the volume of information
that needs to be processed and analyzed to support decision making
is expanding, threatening to overload the commander and his staff.

Communications and information systems must be able to satisfy
the command and control requirements of the expeditionary battle-

field. In the aviation combat element, communications and informa-
tion systems must provide the ACE commander, his staff, and the
agencies of the Marine air command and control system (MACCYS)
with the tools necessary to rapidly collect, process, analyze, and ex-
change information in support of operations planning and execution.
Communications are methods or means of conveying information of
any kind from one person or place to another (Joint Pub 1-02). In-

formation systems are the organized collection, processing, trans-
mission, and dissemination of information, in accordance with
defined procedures, whether automated or manual (Joint pub 1-02).
The requirement for reliable communicationsis inherent in al infor-
mation systems. This publication focuses on the communications
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aspect of communications and information systems (CIS) within the
Marine air command and control system. Specific information sys-
tems used within the MACCS are addressed in the agency specific
publications contained within the 3-25 series of Marine Corps war-
fighting publications.

The planning for, and construction of, the aviation combat elements
communications architecture falls under the cognizance of the ACE
G-6. Responghilities for ingtalling and operating communications
and information systems is shared between communications units
or detachments and functional area users. Functiona users should
be able to configure and operate the information systems supporting
their respective functiona areas. This includes serving as the con-
figuration manager and conducting routine information system ad-
ministration.  Ingtallation and maintenance of the ACE
communications architecture is primarily accomplished by the Ma
rine wing communications squadron (MWCS).

MARINE WING COMMUNICATION SQUADRON

The Marine wing communications squadron is the primary commu-

nications organization within the Marine aircraft wing (MAW) and
is a subordinate squadron to the Marine air control group (MACG).
It creates the communications system architecture that interfaces

the aviation combat element command structure, Marine air com-

mand and control system agencies, and forward operating bases
into an integrated system. There are three active duty and one re-
serve Marine wing communication squadrons to support Marine
air-ground task force (MAGTF) communications requirements.

Marine wing communication squadrons 28 and 38 each consist of a
headquarters and two Marine wing communications sguadron
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detachments. Marine wing communication squadrons 18 and 48
each consist of a headquarters element and one MWCS detach-
ment. The MWCS headquarters and one detachment will normally
deploy and collocate with the aviation combat element headquar-
ters. Personnel and equipment from the operational platoons will be
apportioned as required to support the integration of Marine air
command and control system agencies into a single system, as well

ACE
Commander
TACC MWCS
[ I I ]
TAOC/ ey e
SAAWC MATCD DASC MMT
V—l—l
Ew/C | DASC(A) ASLT
FAC(A) TAC(A)
Command
————= Coordination ASC(A) TACP
LAAD &
Other GBAD HST

as support the aviation combat element headquarters. Figure 1-1
depicts the MWCS as it relates to the ACE and the Marine air
command and control system.

Figure 1-1. Marine Air Command and Control System

Mission
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The Marine wing communications squadron is tasked to install, op-
erate, and maintain expeditionary communications for the aviation
combat element of a Marine air-ground task force, including the
phased deployment of task organized elements.

Tasks

The Marine wing communications squadron is responsible to per-
form the following tasks—

® Assg inthe systems planning and engineering of aviation com-
bat element communications for command and control of the
Marine air-ground task force aviation assets. The system plan-
ning process involves the Marine wing communications squad-
ron, the Marine air control group S-6, and the aviation combat
element G-6/S-6. Planning is based on the MAGTF mission,
ACE tasking, and both the MAGTF and ACE concept of
operations.

® Provide the senior operationa systems control center (OSCC)
for the aviation combat element communications system. The
ACE operational systems control center is the sole coordinating
agency for communications connectivity outside the aviation
combat element.

® Provide the senior airfield operational systems control center at
up to two airfields per detachment. The aviation combat ele-
ment (or senior arfield) operational systems control center will
advise and coordinate with subordinate OSCCs. This includes
Marine wing support group (MWSG), Marine wing support
squadron (MWSS), and Marine air command and control sys-
tem agency operational systems control centers.
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® Provide digital backbone communications in support of the ACE
command element (CE), the primary agencies of the Marine ar
command and control system, and up to two forward operating
bases (FOBs) per detachment.

® Provide tactical automated switching and telephone services for
the ACE command element and tactical air command center
(TACC). The tactica automated switching system (TASS) of-
fers digital switching while providing secure and non-secure
telephone service throughout the area of operation.

® Provide eectronic message distribution for the ACE command
element, primary Marine air command and control system agen-
cies, and tenant units a up to two forward operating bases per
detachment. Receipt and transmission of record message traffic
can be accomplished through the use of a variety of computer
and communications networking systems.

® Provide single channel radio communications support for the
ACE command element, tactical air command center, and avia-
tion combat element operations, as required.

® Provide deployed wide area network (DWAN), deployed local
area network (DLAN), and server support for the ACE com-
mand element and primary Marine air command and control
system agencies.

® Provide calibration and repair of al ground common test meas-
urement diagnostic equipment (TMDE) within the aviation com-
bat e ement.

® Provide third echelon cryptographic repair services for al
ground common and Marine air command and control system
assigned communications security equipment within the aviation
combat element.
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® Provide intermediate level maintenance (third echelon) on
communications/éectronics equipment, mobile eectrica power
equipment, and air environmental control equipment.

® Provide forth echelon maintenance for ground common critical
low density (CLD) end items and associated secondary repair-
able maintenance float items, excluding Marine air command
and control system peculiar equipment.

® Provide for the effective command and control of subordinate
detachments.

® Provide internet protocol planning and administration for the
aviation combat element headquarters and Marine air command
and control system agencies.

® Provide communications support for the aviation combat ele-
ment headquarters and tactical air command center.

® Deploy independent Marine wing communications squadron de-
tachments to provide external communications for up to two air-
fields and four forward bases.

The Marine wing communications squadron can deploy or employ
as a complete unit or may provide task organized detachments to
support elements of the ACE. Detachments employed in support of
specific MACCS agencies operate under the staff cognizance of
the S-6 of the supported unit. These detachments, along with the
communications sections organic to most of the subordinate units of
the MACG, are key for the planning, installation, operation, and
maintenance of an effective communications and information sys-
tems network, which is essentid to support aviation command and
control.
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COMMUNICATIONS SECTIONS

Communications sections of individual units within the ACE provide
communications support a the squadron/battalion level. They are
organized to support the resdent MACCS agencies, command
posts, and communications networks of their parent organizations.
Communications sections are found in the following organizations
of the ACE—

® Marineair support squadron
® [ AAD battalion (Headquarters and Services [H& S| battery)

® Marine air control squadron (tactical air operations center
[TAOC] detachment)

® Marine wing support squadron (airfield operations division)



Chapter 2

Systems Descriptions

Each subordinate unit of the Marine air control group possesses or-
ganic communications equipment to support the communications
requirements of their respective MACCS agencies. Refer to the
agency specific handbook contained in the 3-25 series of warfight-

ing publications for information on specific MACCS agency's or-
ganic communications equipment. This chapter presents the

communications equipment used by the Marine wing communica

tions squadron (which is not addressed in the other MCWP 3-25
series handbooks) to construct the ACE's communications
network.

SINGLE CHANNEL RADIO SYSTEMS

The Marine wing communications squadron provides HF, VHF and
UHF single channel radios in support of ACE command and control
functions. The equipment contained in this chapter is organic to the
Marine wing communications squadron.

High Frequency Radio Sets

The AN/MRC-138 is a single sideband radio set designed for ve-
hicular installation. The set in figure 2-1 is a vehicular mounted
AN/GRC-193. The AN/GRC-193B and AN/MRC-138B radio sets
are the most frequently employed HF long haul radios. They are
capable of providing HF single sideband (SSB) voice and data
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communications dations for fixed (AN/GRC-193B) or mobile
(AN/MRC-138B) applications. The radios operate in the 2.0000 to
29.9999 MHz frequency range with an output of 400 watts. The

0 —_ Q]

&

=

AN/PRC-104 is a man-portable HF radio with identica features
except that its power output is 10 watts.

Figure 2-1. AN/MRC-138 Radio Set

Very High Frequency Radio Sets

The Marine wing communications squadron possesses the follow-
ing VHF SINCGARS (single-channel ground and airborne radio
system) radio sets—

® AN/MRC-145. The AN/MRC-145 is a vehicle mounted

VHF/FM radio with an operating frequency of 30 MHz to
87.975 MHz that operates in a single channel or frequency hop-
ping mode. This radio system includes two receiver-transmitters
that provide long range communications with a range of ap-
proximately 21 miles. The system has the capability to process
digitized information at a rate of 600 bps to 4800 bps with anin-
tegrd cryptographic capability. This radio system replaces the
AN/MRC-110.
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® AN/PRC-119. The AN/PRC-119 is a man-portable VHF/FM ra
dio with afrequency range of 30 MHz to 87.975 MHz that op-
eratesin asingle channel or a frequency hopping mode. It has a
planning range of more than 5 miles. This radio has an integra
cryptographic capability and is capable of processing digitized
information at a rate of 600 bps to 4800 bps. It replaces the
AN/PRC-77.

® AN/VRC-88A. The AN/VRC-88A is abench mounted VHF/FM
radio with an operating frequency of 30 MHz to 87.975 MHz
that operates in a single channel or frequency hopping mode.
This radio system includes one receiver-transmitter that pro-
vides short range communications with a range of approxi-
mately 5 miles. It has the capability to process digitized
information from 600 bps to 4800 bps with an integra crypto-
graphic  capability. This radio system replaces the
AN/GRC-160.

® AN/VRC-90A. The AN/VRC-90A is abench mounted VHF/FM
radio with an operating frequency of 30 MHz to 87.975 MHz
that operates in a single channd or frequency hopping mode.
This radio system includes one receiver-transmitter, with a 50
watt power amplifier, that provides long range communications
of approximately 21 miles. It has the capability to process digit-
ized information from 600 bps to 4800 bps with an integrd cryp-
tographic cepability. This radio system replaces the
AN/GRC-47.

® AN/VRC-89A. The AN/VRC-89A is the long-range/short-range
vehicular configuration of the integrated communications secu-
rity SINCGARS. Features of this radio include controllable out-
put power with a maximum of 50 watts for the remaining radio
transmitter, 8 non-volatile preset sngle channds, 6 nonvolatile
frequency hopping preset channels, and operates over the 30 to
87.975 MHz frequency range in 25 KHz channels (2320 total
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channels). The integrated communications security module is
compatible with VINSON communications security devices.
Additionaly, the radio transmitter contains built-in test equip-
ment, will support digital data communications with data rates of
up to 16,000 bits per second, and is compatible in the single
channel mode with the currently fielded VHF-FM family of ra
dios. The AN/VRC-89A replaces the AN/VRC-12.

Ultrahigh Frequency Radio Sets

The AN/PRC-113 and AN/VRC-83 radio sets are UHF and
VHF(AM) capable. The AN/PRC-113 is a man-portable radio
while the AN/VRC-83 is a bench mounted or vehicular mounted
system.

Compatibility. Within the ACE, single channd radio equipment is
distributed between aviation and ground assets. Tables 2-1 through
2-4 (on pages 2-5 through 2-6) provide an overview of the commu-
nications compatibility. A by aircraft listing of single channel radio
equipment available to the ACE is dso included. The legend for the
following tables is—

® C = Compatible systems however, spread and separations are
not the same.
® S= Same frequency spread and separation.

® R =Receveonly.
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Radio Freq (MH2) PRC-77 GRC-160 PRC-119 MRC-145 PRC-113
ARC-54A 30-68.95 C C C C C
ARC-114 30-75.95

ARC-131 30-75.92

ARC-144 30-75.92

ARC-182 | 30-87.975
ARC-186 | 30-87.975

O|j0ololn|luo|ln
O|j0ololn|luo|ln
O|j0ololn|luo|ln
nluoln OO0
nluoln OO0

ARC-210 | 30-87.975

Table 2-1. VHF (FM) Radio Compatibility

Radio Freq (MHz) PRC-77 GCR-160 PRC-119 MRC-145 PRC-113
ARC-101 | 116-149.95 C
149-151.95 R R C
ARC-115 |116-149.975 S
ARC-175 |116-151.975 c
ARC-84 118-135.95 C
ARC-182 | 30-87.975 Cc Cc S S
108-117.975 R R C
118-155.975 C
225-399.975 S S S
ARC-186 | 30-87.975 C C S S
108-151.975
ARC-51A | 225-399.95 C
ARC-116 |[225-399.975 C
ARC-159 [225-399.975 S
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Table 2-2. VHF(AM) and UHF Radio Compatibility
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Radio Freq (MH2) PRC-104 MRC-138 GRC-193
ARC-94 2-29.999 C C C
ARC-102 2-29.999 C C C
ARC-105 2-29.999 C C C
ARC-120 2-29.999 C C C
ARC-174 2-29.9999 S S S
ARC-190 2-29.9999 S S S
ARC-199 2-29.9999 S S S

Table 2-3. HF Radio Compatibility
R= Refit| F/A-18 | AV-8B | EA-6B |KC-130| CH-53 | CH-53E| CH-46E| AH-1W | UH-1N
A/D

ARC-51 1

ARC-94 1 1 1

ARC-107 1

ARC-105 1

ARC-114 1 1

ARC-159 1 2 1

ARC-174 1

ARC-187 2 2 2R 2 2 2 2 2

ARC-184 2

ARC-19( 2

ARC-199 1

ARC-214 2R 1R
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Table 2-4. By Aircraft Single Channel Radio Listing
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MULTICHANNEL RADIO SYSTEMS

The multichannel equipment listed below provides the essentid
connectivity for establishing telephone trunking, data transmission
and tactical telephone service. Connectivity is established using the
following means—

® Line of Sight. This method has a range of approximately 11
miles for super high frequency (SHF) systems and approxi-
mately 35 miles for UHF systems. This range can be extended
or regtricted by terrain, since distant antennas must have unim-
peded line-of-sight to establish the link.

® Obstacle Gain Defraction. The range of this method is 11 to
60 miles and uses a hard man-made or natural object as a
means of refracting energy. The terminating ends of the MUX
link direct their antennas towards the highest point of a prede-
termined fixed object and use the refractive characteristics of
SHF energy to bend the energy form back to the surface of the
earth.

® Troposcatter. This method uses the troposphere and the reflec-
tive properties of SHF energy to secure the link. The terminat-
ing ends of the link orient their antennas in a predetermined
direction and elevation to reflect the SHF energy off the tro-
posphere and back to the surface of the earth. This method has
arange of 60 to 100 miles that is sometimes difficult to obtain
because of atmospheric conditions.

AN/TRC-170(V)3

Thie AN/TRC-170 is a member of the tri-service tactical
communications system family of switchboards and tropospheric
scatter radio terminals. They provide digital trunking between major
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nodes. The AN/TRC-170 is a transportable, multichannd
communications system capable of transmitting and receiving digital
data over varying distances up to 100 miles. See figure 2-2. The
AN/TRC-170 is capable of providing up to 144 full duplex digita
channels. In addition, the Marine Corps verson of the

AN/TRC-170 has a digtinct antenna system called the OE-468.
While operating in the dua diversity mode, it can be configured in

either aline-of-sight, obstacle gain defraction, or tropospheric scat-

ter mode of propagation. Radio frequency operation isin the 4.4 to

5.0 GHz freguency range with either a 3.5 MHz or 7.0 MHz band-

width. Transmitted data rates are 128, 144, 256, 288, 512, 576,
1024, 1152, 1536, 2048, 2304, 4096, or 4608 kbps.

Figure 2-2. AN/TRC-170(V)3

The system can be employed in three ways point-to-point,
drop/insert, or as arelay between mgor sites to provide multiplexed
and single channel communications between two or more sites, de-
pending upon configuration. The TD-1236, MD-1026 and TD-1235
provide the primary communications interfaces for the system.

® TD-1236, Trunk Group Multiplexer (TGM). The trunk group
multiplexer is a shelter mounted group multiplexer. It combines
two, three, or four group inputs into a supergroup. The group in-
puts can be from 72 to 2304 kbps. The supergroup outputs
range from 128 to 4608 kbps. The trunk group multiplexer can
be used to supergroup up to four other group inputs into a one
large group.

Group 1 must receive an unencrypted signa with a tri-
service tactical communications system formatted frame. It
is hardwired to "frame" because the framing subchanne of
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the overhead channel for this group is used as the framing
subchannel of the supergrouped output.

The group input with the highest data rate must be con-
nected to group 1. In general, the next highest group rate
should be assigned to group 2, and so on.

All groups to be multiplexed in the trunk group multiplexer
must have the same modularity. The trunk group multiplexer
may multiplex either the TRI-TAC 512 kbps rate family that
has a channd modularity of eight, or the ATACs 576 kbps

rate family that has a modularity of nine.

If a non-TRI-TAC formatted group, or any TRI-TAC for-
matted group that is encrypted, is connected to groups 2, 3,
or 4, the frame select switch for that group must be in the
"not frame" position.
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If an unencrypted TRI-TAC formatted group is connected to
groups 2, 3, or 4, the frame select switch should be in the
"frame" position.

® MD-1026, Group Modem (GM). The group modem contains
four independent group modems that convert baanced non-
return-to-zero signds to either conditioned diphase or dipulse
signas. The Marine Corps uses the condition diphase modem at
rates from 72 to 4608 kbps. This provides cable interface with
the TD-1234 remote multiplexer combiner, the group modem,
the AN/TSQ-111 communications noda control element, the
AN/TTC-39, the conditioned diphase modem in the TD-1337,
and the tactical satellite signal processor. The group modem is
used to provide trunking capability normally between two
switches or between a switch and another modem (e.g., are-
mote multiplexer combiner). The group modem provides access
to three orderwires: the analog voice orderwire (AVOW), the
digital voice orderwire (DVOW), and the data orderwire
(DOW). Access to the DVOW and DOW is provided only at
group rates of 256 kbps and higher.

® TD-1235, Loop Group Modem (LGM). The loop group modem
is a shelter mounted loop multiplexer that multiplexes up to six-
teen 32 kbps, four wire, full duplex, conditioned diphase sub-
scriber loops in to a single group. The LGM is capable of
supporting either DSVT/DNVT digital phones, or four wire,
andog, full duplex andog circuits with an anadog gppliqué unit
(AAU) card. The loop group modem is used to provide point-to-
point single lines between two terminal devices (eg., TA-954 to
TA-954). The use of the LGM between major sites reduces the
number of direct access services that have to be programmed
into the switchboards. The loop group modem provides a power
source to the termina device that prevents its use between
switchboards. Additionally, the loop group modem provides a
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resync command for a trunk encryption devise and has no or-

derwire capability.
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AN/MRC-142

The AN/MRC-142 provides mid-range UHF line-of-sight wideband
communications over a distance of up to 30 miles. See figure 2-3.
The AN/MRC-142 is capable of secure communications at rates of
256 or 576 kbps using an operating radio frequency between 1350
and 1850 MHz. The system provides for an analog voice orderwire
and a digita voice order wire. Both require the use of aKY-57 to
operate.

Figure 2-3. AN/MRC-142

This system can be employed in three ways. point-to-point,
drop/insert, or as a relay between secondary or remote sites, pro-
viding multiplexed or single channel communications between two
or more Stes, depending upon configuration. The AN/MRC-142
has no integra multiplexers; it provides only a path for multiplexed
communications between two points. The system is capable, with
additiond equipment (eg., CX-11230, remote multiplexer combin-
erfg) of terminating multiplexed communications at a remote site.

TACTICAL AUTOMATED SWITCHING SYSTEMS

The tactical automated switching system is established using the
AN/TTC-42 and SB-3865 unit level circuit switch for digital secure
and non-secure telephone service. Analog non-secure and hybrid
circuit interface is provided by the SB-3614 switchboard.

AN/TTC-42 (V)
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The AN/TTC-42 (V) is a sheltered telephone centra office that
provides automatic switching service and subscriber service func-
tions to the tri-service tacticd communications system family of
four-wire, digital secure and non-secure voice termina telephone
instruments, and four-wire digita trunks (including both single chan-
nel and time divison multiplex groups). See figure 2-4. The
AN/TTC-42 (V) alows automatic and semi-automatic switching
for selected analog loops and trunks, and is configured to provide

switching at 16 kbs or 32 kbs. Each AN/TTC-42 has a communi-

cations security capability.

The AN/TTC-42 can operate in Marine Corps or joint Service
circuit-switching networks as a communications security parent
switch. Although it is not considered to be a joint network switch,
employment may occur in any of following configurations—

® Stand-Alone Switch. Stand-alone switches use single channel
termination as loop circuits to form alocal, self-contained circuit
switch network. Stand-alone switches can be converted to ac-
cess other applications by using multichannd trunk connections
to ahigher level switch, such asthe AN/TTC-39 series.

® Access Switch. Access switch applications dlow other
switches and local subscribers to gain entry into larger net-
works. Such connections usualy occur using multichannel
trunks, or tactical or strategic circuit switches.

® Tandem or Nodal Switch. Tandem or noda switch applica
tions provide traffic between switches, using their multichannel
trunk lines.

Figure 2-4. AN/TTC-42
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Employment Considerations. The following employment con-
Sderations apply to the AN/TTC-42—

Slave Timing Mode. Modem 1 or 7 must be used to receive
timing information when the switch is operated in the dave tim-
ing mode.

Internodal Buffering. Modems 2 and 5 are associated with in-
ternodal buffers that are used to accommodate timing differ-
ences among switches having different master timing sources.

Remote Loop Group Multiplexers (RLGMs). Modems 3 and 6
will accommodate remote loop group modems. This includes
providing remote power to the RLGMs.

Analog Multiplexing. There is no internd analog multiplexing
capability with the AN/TTC-42. All interfacing with analog
multiplexing must be done using single channds extended
through CX-4566 assault cable.

Trunk Encryption Devices (TEDs). The AN/TTC-42 has six (6)
KG-94 trunk encryption devises that can be connected to any of
the seven (7) multichannel groups. When al of the MUX groups
are used, at least one group will be required to operate in a non-

secure mode.

Communications Security Parent Switch (CPS). The
AN/TTC-42 has the capability of performing as a COMSEC
parent switch for communications security subordinate
switches.

SB-3865 (P)/TTC

The SB-3865 (P)/TT is ateam transportable telephone switchboard
that provides automatic switching service functions to the tri-
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service tactical communications system family. The SB-3865 is ca-
pable of trunking with the AN/TTC-42 and has ports for thirty sin-
gle channd lines and three time divison multiplexed trunkgroups.
The number of single channd and time division multiplexed groups
can be increased by eectrically interconnecting (stacking) two or
three switches. All trunk connections are four-wire and provide full
duplex operation. The single channel lines use binding post connec-
tors for field wire such as WF-16 telephone cable. The time divi-
son multiplexed trunk groups use twin coaxia connectors for
CX-11230 special purpose cable. Each switch can handle a mix of
single channel and multiplexed groups, and provides sole-user as
well as switched service.

This switch is normally employed at the sub-network level (squad-
ron or battaion level) in one of the following configurations—

® Stand-Alone Switch. Stand-alone switches use single channel
termination as loop circuits to form alocal, salf-contained circuit
switch network. Stand-alone switches can be converted to ac-
cess other applications by using multichannd trunk connections
to a higher level switch, such asthe AN/TTC-42.

® Access Switch. Access switch applications alow other
switches and local subscribers to gain entry into larger net-
works. Such connections usualy occur using multichannel
trunks and tactical circuit switches.

® Tandem or Nodal Switch. Tandem or nodal switch applica
tions provide traffic between switches, using their multichannel
trunk lines.

Employment Considerations. The following employment con-
Sderations apply to the SB-3865—
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® Direct Access Service (DAS). DAS can be provided for up to
five subscribers from a single SB-3865 and for 10 subscribers
from two or three unit stacks.

® Processing Capability

A single SB-3865 is capable of processing a combined total
of 30 loops and trunks.

A stacked SB-3865 configuration is capable of processing a
combined total of 60 (two SB-3865s) or 90 (three SB
3865s) loops and trunks.

® Communications Security Subordinate Switch (CSS). The
SB-3865 is a COMSEC subordinate switch and must be elec-
tronically attached to a communications security parent switch
to provide encrypted communications to subscribers.

® Hybrid Stacking. The SB-3865 is capable of hybrid stacking
with a SB-3614. This configuration provides anaog, non-secure
service to the SB-3614 switch subscribers by using the internal
four wire analog capability.

TD-1234, Remoter Multiplexer Combiner

The TD-1234, remoter multiplexer combiner (RMC), is akey com-
ponent of the tri-service tacticd communications system family of
radios and switching systems. It is a combination loop and group
multiplexer used in unattended field exposed locations. It provides a
combination of up to (8) digital or andog circuits and is (4) wire
only. The remoter multiplexer combiner multiplexes four wire, full
duplex, conditioned diphase subscriber loops with an unbaanced
conditioned diphase group (low group) into a single group output
(the high group). The RMC is generally used in three modes. to
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remote encrypted telephone access (two miles without a repeater
or four miles with a repeater) from a SB-3865, an AN/TCC-42, or
an AN/MRC-142; to provide point-to-point communications for (4)
wire connections; or in a combination of the two.

There are three methods of employment for the remoter multi-
plexer combiner—

® Group Modem. In this method, the remoter multiplexer com-

biner is acting as a distant junction box for either a AN/TTC-42

or SB-3865. This is accomplished by eectronicaly connecting
the RMC to the switch via CX-11230 cable and/or a multiplexed
radio system. The remoter multiplexer combiner can be no fur-
ther than two miles from the switch or multiplexed radio system.
It can provide up to eight digital or anadlog subscribers off the
parent switch.

® Group Modem Repeater. The remote multiplexer combiner
can be used to extend the distance between a distant RMC and
its parent switch, as described in the previous paragraph. Thisis
accomplished by inserting a RMC between the parent switch
and the distant RMC. This can be repeated twice for each dis-
tant RMC, but a power source is required to provide power to
the group modem repeater.

® | oop Modem. The loop modem provides for full duplex proc-
essing to and from two DSVTSYDNVTS, ether via CX-11230
cable and/or a multiplexed radio system, without the aid of a
switch.

Employment Considerations. Both the loop modem and ana-
log appliqué unit cards have two channels on each card, the loop

modularity isin multiples of two. The remoter multiplexer combiner
can provide common battery power to digital telephones. Thisisa
selectable function on the RMC. Digital phones can be no more
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than 2 miles from the RMC usng WF-16 field wire. Anaog
phones can be up to 24 miles from the remoter multiplexer
combiner.

SB-3614

The SB-3614 is a tactica, ruggedized, automatic switchboard. The
SB-3614 telephone switchboard provides service to (2) wire com-
mon battery signaling lines, 20 Hz ringdown lines or trunks, com-

mon battery dia pulse or dua tone multi-frequency lines, and (2)
wire tone signaing trunks over 15 links in a non-blocking matrix ar-
rangement. The unit itself has 30 lines/trunk, but interconnection
with 2 additional SB-3614's provides 60 or 90 lines/trunks. The
SB-3614 is aso capable of being hybrid stacked with the SB-3865.

This switch is normally established at the battalion or squadron level
and is not consdered to be a joint network level switch. The
SB-3614 is capable of processing 30 loops in a stand-alone mode,
60 loops when double stacked and 90 loops when triple stacked.
The switch only provides analog telephone service, meaning that it
is not capable of providing secure telephone/data communications
to subscribers. The SB-3865 and SB-3614 can be connected in a
hybrid stack configuration. This arrangement alows up to 30 addi-
tional analog telephones, minus the interconnecting trunks between
the SB-3865 and SB-3614. The hybrid connection is made via the
SB-3865 four-wire anaog termination used as single channel ana-
log trunks. For routing purposes, both switches are assigned the
same identification number. Calls are completed directly to the as-
signed SB-3614 subscribers as though they were loca calls. The
SB-3614 interfaces with most analog telephone sets, switchboards
and converter units. Five types of line cards provide interfacing
based on the type of line or trunk required.
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DATA SYSTEMS

The DLAN/DWAN has become a timely and essential means of
sharing information between diversified and geographical separated
users. The key components of the system include the tactical net-
work server, the workstation, and the software.

Tactical Network Server

At the heart of the DLAN/DWAN is the tactical server that pro-
vides for the overal management and efficient support of the sys-
tem. To list the required capabilities of the tactica network server
would be a difficult task since technologica improvements and
software requirements change on a daily basis. The primary con-
cern when planning for a DLAN/DWAN s the ability of the server
to support the requirements of the system it is supporting. For ex-
ample, if required, can the server support the incorporation of TCO
or IAS into the network? It is more prudent to plan for a tactical
network server to be capable of supporting a growing system,
rather than just being able to process the initid system design
needs. As the C2 system matures, so too must the supporting com-
munications system.

Workstation

A computer workstation needs to have the capability to provide

connectivity through the DLAN/DWAN and to process the current
software standard in a timely manner. MAGTF C4l Software
Basdine uses Marine Common Hardware Suite (MCHS) equip-

ment, including the Hewlett-Packard TAC-4, CHS-2 Sun SPARC
20, and Intel C platforms running the DIl common operating envi-
ronment. The MAGTF C4l Software Basdine is completely
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transportable across the GCCS hardware platforms. These systems
are certified through the security accreditation process in accor-
dance with current DISA requirements. While the MAGTF C4l
Software Baseline maintains UNIX operating system segments,
new development is based on Windows NT. The UNIX-based
TAC-4 and CHS-2 platforms are interim application and data serv-
ers. A workstation can be described in two ways—

® AN Terminal. A LAN termina is a computer workstation that
is directly tied to the server on afull time basis. This means that
it is in close proximity to the tactical network server, usualy
within 1000 feet. The capabilities of LAN terminds vary, but dl
require a LAN card and electronic connectivity to the server.
Connectivity can be in the form of a wire line or some type of
wireless technology, that may extend or limit the termind's dis-
tance from the tactical network server.

® Dial-in Terminal. A dia-in termind is not connected to the tac-
tica network server on full time basis. Connectivity is estab-
lished by diding-in through the tecticad telephone system. This
method is not limited by the tactical network server's capability,
but by the equipment that supports the tactica automated
switching system. Additionaly, this arrangement requires an ac-
tive seria port connection on the terminal, aKY-68 DSVT tele-
phone and a KY-68-AN/UYK interface cable. The interface
cable connects the terminal to the DSVT telephone, using the
seria port connection on the computer and the data port con-
nection on the DSVT. A DNVT can be used to replace a
DSVT for a point-to-point data circuit or adata did-in. It ismo-
dem capable to 9.6K; however, security concerns may limit its
usein that capacity.
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Software

The software used by the DLAN/DWAN must be standardized to
provide seamless connectivity throughout the network. This in-
cludes network operating software and the end user software.

NIPRNet

Nonsecure internet protocol router network (NIPRNet) is an infor-
mation network based on internet protocol routers and integrated
digital network exchange (IDNX) smart multiplexers. NIPRNet is
designed for sengtive, but unclassified, information transfer. It sup-
ports unclassified networks such as the Marine Corps Data
Network.

SIPRNet

Secure internet protocol router network (SIPRNet) is an informa-
tion network also based on internet protocol routers and IDNX
smart multiplexers. It is designed for the exchange of classified in-
formation up to and including the secret level. SIPRNet supports
the exchange of classified data between GCCS, DMS, CTAPS,
TCO, IAS, and other tactical information systems. SIPRNet rout-
ers are often collocated with NIPRNet routers.

Router Use

Considerable effort has been invested into establishing a standard
strapping for KG-84s and routers used with contingency theater
automated planning system and joint deployable intelligence support
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system, that use the SUN/SPARC 2/10 workstation. It should be
noted that routers support SIPRNet and NIPRNet and are not tied
exclusively to CTAPS. CTAPS, like TCO and IAS, is an applica
tion that can ride on SIPRNet/NIPRNet. JDISS standardized pa-
rameters recently agreed to include the use of balanced wide area
network interfaces, routing instead of bridging internet protocol
packets, and the use of the WAN point-to-point protocol (PPP).
Employment considerations for router usage include—

® Routing and Bridging. Virtudly al routers may be configured
to either route or bridge IP packets. The joint deployable intelli-
gence support system (JDISS) standard is to route instead of
bridge, that requires an internet protocol address for both the
wide and local area network ports of the router. Internet proto-
col routing may be done either satically or dynamically. Neither
is mandated as the standard. JDISS does require open access to
the DSNET-I/Il network, achieved through either the mainte-
nance of static IP tables or dynamically derived IP tables.

® Point-to-Point Protocol. Each router vendor offers severa
choices of layer two protocols, such as synchronous data link
control, high-level data link control, link access procedure bal-
anced, and PPP. The point-to-point protocol was developed to
ensure maximum competibility among routers provided by many
vendors. For the same reason, JDISS selected point-to-point
protocol as the standard wide area network port protocol. In
addition, PPP provides useful "trgps’ that aid in troubleshooting
communications problems. Point-to point protocol will be config-
ured on al WAN ports supporting SPARC terminals, with the
exception of gateway routers directly connecting to a packet
switching node (PSN). Routers connecting directly to PSNs will
use the DDN X.25 protocol. When acquiring a bridge/router in
support of JDISS and CTAPS, ensure that the software sup-
ports point-to-point protocol.
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® Balanced versus Unbalanced Interfaces. In order to stan-
dardize physica layer interfaces and provide for future up-
grades, the joint deployable intelligence support system has
selected the RS-449 baanced digital interface as the standard
for router operations. There are exceptions however, such as
the unbalanced interface that must be used when interfacing
with STU-IIIs. IDISS standards in this regard do not intend to
force the ingtalation of RS-449 interfaces that must subse-
quently be converted to RS-232 to meet user needs. Rather, if
the router provides the option, such as the CISCO 2000/3000
series provides with the CISCO fast seria processor, smply
wire the appropriate interface to meet your needs or purchase a
vendor-provided cable. Note that the serial connection to the
CISCO 2501 isamini SCSI (DB60), which is difficult to make.
It is recommended that both the RS-232 and RS-449 vendor ca
bles be purchased at the time of router purchase.

® Ethernet Connection. The standard joint deployable intelli-
gence support system configuration runs Ethernet 802.3. It con-
nects the attachment unit interface (AUI) 15-pin connector on
the SPARC ethernet card to the AUl connector at the rear of
the CISCO router via AUI/Ethernet tranceivers. Both trans-
ceivers should set the signal quality event (SQE) to "on." Addi-
tionally, BNC "T" connectors should be placed on the
tranceivers. Both ends of the ethernet must be terminated with
50 ohm termination plugs connected to the eectrica outermost
connection of the "T" connectors. Multiple terminals may be at-
tached to this local area network in a similar fashion.

® STU-Ill Configuration. STU-IIIs vary depending on the vendor,
but all STU-IlIs have an unbalanced RS-232 interface. STU-
[1Iswill be configured for a full-duplex, synchronous data com-
munications equipment data port in order to provide timing to the
router port. The baud rate should be set to 9.6 kbps.
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® KG-84 Configuration. There are various versions of KG-84s
that can be used to support data systems. Information on switch
Setting and strapping standards is available in joint publications.

® KG-194 and KG-194A Configuration. As more capable multi-
plexers, like the FCC-100, are utilized, more capable KGs must
also be used. As an example, the KG-84 cannot be used for
data transfer above 64 kbps. The KG-194 and KG-194A are
full-duplex key generators designed to provide trunk encryption
and dycryption for digita data traffic. The KG-194 is non-
ruggedized, rack mounted equipment. The KG-194A s tacticdl,
ruggedized equipment with a rack mounting capability. Both de-
vices are enhanced versions of the KG-94 and KG-94A, that
have been modified to incorporate the FIREFLY remote rekey
capability. Information on switch setting and strapping standards
isavalablein joint publications.



Chapter 3

Planning

MACCS communications planners (primarily from the Marine wing
communications squadron) must construct a plan to satisfy two
very digtinct communications requirements—

® Providing communications support for connectivity requirements
between the ACE, MAGTF, and adjacent command el ements,
as well as subordinate commands/agencies.

® Congtructing the backbone communications system for the pri-
mary agencies of the Marine air command and control system.

The two regquirements are generated from two sources, the ACE
G-6/S-6 and the Marine air control group S-6. During operational
planning, the MWCS works closely with both of these staff sec-
tions (figure 3-1). The key to success is a continuous information
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flow between the communication planning staffs.
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Figure 3-1. Staff Planning Balancing Act
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STAFF RELATIONSHIPS
ACE G-6/S-6

The ACE G-6/S-6 is the senior communications staff within the
aviation combat element. Its sections include operations, mainte-
nance, and the information systems management office (ISMO).
The ACE G-6/S-6 is the principle communication-electronics plan-
ner for the ACE commander. The staff uses the ACE com-
mander's intent to plan and render communications-electronics
support. Planning requires careful application and consideration of
command, control, communication, computer, and intelligence (C4l)
systems employment to support mission requirements, as well as a
thorough knowledge of each unit's capabilities.

The senior Marine wing communications squadron representative is
often dual-hatted as the aviation combat element S-6 during opera-
tions requiring less than a full ACE saff. This dua-hatting is a
difficult task, often resulting in conflicts of interest, and should be
cautioned against.

MACG S-6

The Marine air control group S-6 provides Marine air command
and control system specific communications recommendations to
the MACG commander and guidance to subordinate command and
agencies.

MWSG S-6
The Marine wing support group S-6 provides organization specific

communications recommendations to the MWSG commander and
guidance to subordinate commands. Though not in the operational
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systems control hierarchy, the MWSG S-6 is kept informed by the
ACE operationa systems control center on meatters pertaining di-
rectly to Marine wing support group communications.

SYSTEMS PLANNING AND ENGINEERING (SPE)

Communications planning is conducted concurrently and in conso-
nance with operationa planning to ensure that adequate communi-
cations support will be provided when and where required. Digital
communications technology has enhanced our warfighting capabil-
ity while drastically changing user requirements; no longer isasin-
gle channel radio acceptable. High quality battlespace
communications are a viable and attainable expectation. While the
user may not fully understand the intricacies of digital communica
tions, he nonetheless requires a more sophisticated connectivity to
support existing digital systems such as CTAPS, TCO, and IAS, as
well as emerging information system technologies.

Communications Requirements

Communication requirements address the needs of the commander

by supporting his mission, concept of operation, and task organiza-
tion. As the Marine wing communications squadron supports the

aviation combat element, the following communications capabilities
make up the mgority of the physical implementation of those re-
quirements: single channel radio, tactical automated switching sys-
tems, SHF/UHF multichannel radio, data communications
(DWAN/DLAN), message distribution, UHF tactica satellite
(TACSAT) and ground mobile forces satellite integration, system
and technicd control, ground common communications-electronics
maintenance, and cryptographic equipment repair. Refer to
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gppendix A for a complete description of ACE communications
connectivity requirements. Appendix B contains the communica-
tions operations brief and also identifies common reguirements.
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ACE Command Element. The ACE command element has com-
munications requirements with higher, adjacent, and subordinate
units. In planning for an operation, these requirements are consoli-
dated by the ACE G-6/S-6. As part of systems planning and engi-
neering, the requirements are staffed by the ACE G-6/S-6 and
Marine wing communications squadron planners. The ACE
G-6/S-6 then validates the requisites while the MWCS staff assists
in developing a communications architecture based on these
requirements.

MACCS Agencies. Marine air command and control system agen-
cies have both intraaMACCS and externa communications require-
ments. Marine wing communication squadron planners assist the
MACG S-3/S-6 in planning the communications architecture sup-
porting all tactica requirements. The MACG S-6 validates require-
ments while the MWCS staff determines the supportability of these
requirements. The primary support provided by the Marine wing
communications squadron to agencies of the MACCS is a digita
switched backbone system and an internet protocol router data
communications background system that augment their doctrina
and organic single channd radio systems. The MWCS, in effect,
overlays a backbone multichannel and telephone switch architec-
ture between agencies of the Marine air command and control sys-
tem by means of either direct connectivity (e.g., TACC at primary
airfield connected via mux to tactical air operations module at sec-
ondary airfield) or by indirect means (e.g., TACC at primary air-
field connected via both MAGTF command and ground combat
element mux to a direct air support center collocated with the
GCE). It is important to note that the DASC, usualy collocated
with the senior fire support coordination center, receives its con-
nectivity to the switched backbone system via the MAGTF, not
from Marine wing communications squadron mux systems.
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Airfields. The Marine wing communications squadron supports
communications requirements between the ACE command el ement
and subordinate Marine aircraft groups located at up to two sepa-
rate airfields per detachment. This requires collocation of the tacti-
ca ar command center with one arfield to ensure adequate
resources are available.

System Considerations

Channel Rate Selection. The tri-service tacticd communications
(TRI-TAC) system dlows individua channels to support any mode
of transmission. Both 16 and 32 kilobits per second (kbps) standard
channel rates can be used athough 32 kbps is the joint TRI-TAC
standard. Each have advantages and disadvantages that should be
considered in the planning process.

16 kbps Channel Rate. This channd rate is designated as the joint

standard for system interoperability. The NATO digital gateway
standard for links between national formations is based on the 16

kbps channdl rate. This rate provides adequate voice quality on
poor channels with high error rates. These 16 kbps channels re-
quire less bandwidth, alowing more efficient use of the limited
spectrum available in the band used by tactical multichannel radios.

Additionally, 16 kbps channds must be used to interface with the

US Army's multiple subscriber equipment that can only operate at
thisrate.

32 kbps Channel Rate. The use of 32 kbps alows circuits to have

multiple analog/digital conversions that would be of poor quality at
16 kbps. 32 kbps is the preferred channdl rate within the Marine
aviation command & control community since there are numerous
andog/digitid conversons within the overall system. Accordingly,
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this channel rate has a larger bandwidth requirement than the 16
kbps channel rate.

Network Timing. As tactica communications networks become
larger and more sophisticated, network timing issues become more
critical. Timing provides the synchronization to maintain bit integrity,
providing end-to-end communications security and low bit error
rates. Communications planners must be aware of the capabilities
of the different items of equipment in order to determine the opti-
mum timing configuration for the network. The following genera
guiddines are recommended for use when developing the network
timing plan—

® Keep the network timing system as smple and redundant as
possible.

® Plan the timing system to minimize the impact of critical equip-
ment losses/failure.

® Use the independent node clock approach to the maximum ex-
tent possible.

® Diagram the network and list the equipment at each node re-
quiring or providing timing.

® Determine the master timing source for each node in the net-
work. Select the most accurate source available. Note that the
master source does not necessarily have to be located at the
node.

® Determine an dternate master timing source, if possible, for
each node in the network. Select the next most accurate source
to be the dternate source. The impact of implementing the al-
ternate timing source on the timing configurations of other
equipment at the node should be minimized.
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® Buffering of timing must be available in networks with more
than one master source.

Independent Clock Approach. The TRI-TAC system was initialy
designed to work with the independent clock approach. In the inde-
pendent clock approach, network timing is established by employing
a frequency standard at each node to provide a stable local timing
reference. This technique is inherently asynchronous since the fre-
quency standards will vary dightly from node to node. The differ-
ences between the basic data rates of the incoming digital groups
and that of the local timing source are accommodated through use
of buffers to retime the incoming digital data streams to the timing
used a the node. The basic timing elements of the independent
clock network timing approach include—

® Modem. The modem is used to regenerate the incoming digital
data stream and to convert the line signal to baseband.

® Timing Sources. The clock is used to provide a stable local
timing source. As previoudy stated, only the most accurate
source available should be used as a master timing source. The
related accuracy after calibration of the various equipment tim-
ing sourcesis shown in table 3-1.

Timing Source Accuracy (seconds)
AN/TSQ-111 1x 10"
AN/TRC-170 1x 10"
AN/TTC-39D 1x 10"
AN/TTC-42 1x10°
SB-3865 1x 10
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TD-1234 5x 10°

Table 3-1. Accuracy of Various Timing Sources

¢ Buffer. The buffer is used to absorb differences between the
frequency of local clock at the receiving node and the fre-
quency that is associated with the incoming digital data stream.
The clock frequency of the incoming digital data stream can dif-
fer from that of the local nodal clock due to the inherent differ-
ences in the clocks at the two nodes and the propagation delays
in the internodal transmission systems. These factors, aswell as
the link transmission rate and the alowable buffer reset period,
dictate the size requirements for the buffer. The buffers re-
quired for either cesum or rubidium standards are relatively
smdl in sizefor the digital groups and facilities employed in ter-
restrial systems. Satellite links require larger buffers to compen-
sate for range variation (doppler effect) due to the eccentricity
of the satellite orbit.

Backbone Considerations

When employing a backbone communications systems, it is impor-
tant to consider the amount of connectivity required and the dura-
tion of the support required.

AN/TRC-170. The AN/TRC-170 is normally used to connect major
command and control nodes and maor operating bases for ex-
tended periods of time. Additiondly, the connectivity requirements
between these sites exceed the capabilities of the AN/MRC-142.
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AN/MRC-142. The AN/MRC-142 is normally used to provide con-
nectivity between secondary C? nodes or sites that are mobile.

Switching Considerations (System Interface)

Joint. Both the AN/TTC-42 and SB-3865 switches are capable of
operating in most joint service circuit switch networks. The
AN/TTC-42 is fully capable of performing most functions within a
joint circuit switch networks while the SB-3865 is normally associ-
ated with subnetwork levels.

NATO. The AN/TTC-42 and SB-3865 are not capable of interfac-
ing with the NATO trunking system without the assistance of an
AN/TTC-39 family switch.

Commercial. The AN/TTC-42 is capable of processing analog
connections routed through the analog loop terminal unit (ALTU)
card from public branch exchange (PBX) terminas. The SB-3865
is not capable of processing two wire analog connections. To pro-
vide two wire PBX connectivity, the SB-3865 must be connected to
a COMSEC parent switch (CPS) or a hybrid stacked with a
SB-3614.

Defense Switching Network (DSN). The AN/TTC-42 switch can
provide DSN access either in the stand-alone mode or when part of
larger circuit switch network. The SB-3865 can provide DSN ac-
cess through two means: hybrid stacking with a SB-3614 using a
Type V card, orin a larger network if the SB-3865 is affiliated
with a COM SEC parent switch (e.g., AN/TTC-42). The COMSEC
parent switch will provide DSN access to the SB-3865 subscriber
in this case. Analog subscribers must have the call service atten-
dant at the CPS process the call.
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Data Considerations

Message Distribution. With the incorporation of the message dis-
tribution system, genera service (GENSER) message traffic can
be distributed throughout a communications system by using the de-
ployed loca and wide area networks. However, some Marine ar
command and control system agencies may not have
DLAN/DWAN access and would still require hard paper traffic.

2-Wire ALTU
Card Max #6
J1l
TECHCON TTC-42
J-1077 CX-4566
TSQ-84 Van
CX-4566
Public Branch
Exchange J-1077
(PBX)

Message Center Locations. The message center should be located
to best provide access to the command/agenciesiit is tasked to sup-
port. Collocation of a message center and DLAN/DWAN servers
makes prudent use of materials, work space and personnel. There
are requirements for security, handling procedures (such as pick-up
and release authority), and messenger services when providing pa
per message traffic services.



MACCS Communications Handbook————3-13

Special Compartmentalized Information Facilities (SCIF). Coor-
dination with the SCIF is necessary to determine specific communi-
cation requirements.

Data Links. Three types of data links exist: router connections,
server support, and point-to-point connections. Router considera
tions include: connections to other networks, internet protocol (1P)
addressing, interior gateway protocol interoperability, exterior gate-
way protocols and connectivity, data rates, and cabling. Server

TACC
LS-854 T'\Dﬂslggg CHCO
4 Wire KoBaC T'isH 84'\‘ TRC-170
Analog MTACS - ICX-4566 Q- CX-4566
Organic | AN/UK-20 4 Wire 4 Wire
Cables Analog Analog
Loop
Group
Modem
AAU Card
¥Q-23 TAOC
VCAU TECHCON TRC-170
KG-84A CX-4566 SB-4097 CX-4566
AN/UK-42 4 Wire 4 Wire
Analog Analog

support considerations include: e-mail accounts, message distribu-
tion system support, software requirements, cabling, and network
interface equipment. Point-to-point connection consderations in-
clude: datarates, end user equipment, and encryption set-up.

Special Systems. With the influx of new data based systems (e.g.,
TCO, GCCS, IAS, etc.), the distinction between communicators
and operators has blurred. Communicators must understand the
supported system in order to connect it to the network constructed
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using the data links mentioned above. Operators are responsible for
systems administration on these systems.

Single Channel Radio Considerations

Frequency Spectrum. Single channd radio requirements must be
balanced with the available frequencies alotted for an operation.
Frequency management must begin during systems planning and
engineering, and continue until single channd radio deactivation.

Cryptographic Requirements. Coordination of on-hand crypto-

TACC
) MSCS TTC-42
Lfﬁi: TD-1089 TECHCON Sole User
Analog MTACS | KG-84C Cx-4566| TSQ-84 [cx-4566| Patch
Organic | AN/UK-20 || 4 wire 4 Wire | ALTU Card
Cables Analog Analog
GSC-54 C);'égfo
MRC_142\\—
MRC-142
TYQ-23
EW/C i VCAU
SB-3865 CX-4566 SB-4097 WF-16 4 KG-84A
4 Wire Wire AN/UK-42
Analog Analog

graphic software (keymat) must be accomplished early in systems
planning and engineering to ensure that all units and agencies have
the required software.
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MACCS Capabilities. Organic to each Marine air command and
control agency are single channel radio assets. Coordination with
these agencies is necessary to determine shortfalls and identify ad-
ditiona radio requirements that cannot be satisfied with organic

TACC
MSCS
If\;\?i?: TD-1089 TECHCON
Analog MTACS | KG-84C | |Cx-4566| TSQ-84 | CX-4566
Organic | AN/UK-20 4 Wire 4 Wire
Cables Analog Analog
TSQ-131
VDU ATC
KG-84C TECHCON
AN/UK-42 WF-16 SB-3659 | CX-4566
AN/UK-4 4 Wire 4 Wire
Analog Analog
equipment.

Power Supply Considerations

Determining and planning for power supply and distribution is a
crucia portion of systems planning and engineering. Each Marine
wing communications squadron site must identify necessary electri-
ca power requirements so that the utilities section can develop a
power plan. This plan must be coordinated with the wire sections to
deconflict cable runs. The utilities, communications-electronic
maintenance, and motor trangport section planners should be part of
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the systems planning and engineering process a the onset of

planning.

T KG-84

TRC-170

CX-4566

TECHCON
SB-4097

CX-4566

3-1077 TECHCON
WF-16 CX-4566 TSQ-84
CX-4566
Loop Group Modem
AAU Card
TRC-170
J-1077 KG-84 [H""I

WF-16

CIRCUIT DESCRIPTIONS

This section provides detailed description of various circuit types
likely to be utilized by the Marine wing communications squadron
when building a communications architecture.
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Commercial Telephone Line

J-1077
CX-4566

KY-68 with
KDIC Cable

CX-4566

SB-3865 TECHCON

TECHCON

i \

| Tsq-sa
Ll
AN/TTC-42
CX-456 CX-4566
TRC-170 J-1077

_ SB-4097

CX-4566

KY-68 with
KDIC Cable

AN/TTC-42. Commercial telephone connectivity through the
AN/TTC-42 is established by routing the public branch exchange to
anaog line termina unit cards that are interna to the switch. See
figure 3-2. Access to commercial service may be restricted so that
only the call service attendant can place the call, or by establishing

dialing instructions and a switch
subscribers have direct service.

database entry so that designated

Figure 3-2. Commercial Telephone Line - AN/TTC-42
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SB-3865. The SB-3865 does not have the capability to process
commercial telephone calls without the aid of a COMSEC parent
switch or a SB-3614.

TADIL-B

TADIL-B (Link 11B) is an asynchronous four-wire analog point-
to-point data link that is established via wire and/or multichannel ra-

f
= -
%H NIPRNET
Router, H

| s
| SIPRNET -
— Router KG-194
*ﬂ'—"“’z——— \/
TRC-170
Groop Modem
TRC-170

N ||
NIPRNET =
Router e
\/ :
—
k1o [——< ST m—
\/ =

dio. The data link is digitd within the terminal egquipment (multiple
source correlation system [MSCS] or TYQ-23) and is converted to
an andog signad by the KG-84 prior to using the wire and/or
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multiplexed radio equipment supporting the link between the termi-
nal ends.

Figure 3-3. TADIL-B - Loop Group Modem

Loop Group Modem. This link is established by using a pair of
AN/TRC-170s between two distant sites, for instance the TACC

TECHCON
J-1077
CX-4566 TSQ-84
TRC-170
CX-4566
TRC-170
CX-4566
TECHCON
SB-4097 CX-4566 J-1077 WF-16

and TAOC. See figure 3-3. This is accomplished by routing the

data link via CX-4566 to a loop group modem within the
AN/TRC-170. An analog appliqué unit card is required to provide
the analog path for the data over the AN/TRC-170.

Switchboard. The second method of supporting this circuit is by
routing the data link through the tactical switchboard. See figure
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3-4. Although this requires switch interface it is not the preferred

method of installation. However, it may be the only method avail-

able to establishing the link to a remote site. This method requires
an anaog sole user patch be established between switches. The
data link is then routed via this path. Establishing the circuit in this
manner uses an andog interface, which are limited within the
Marine air command and control squadron.

J-1077

TRC-170
cx-llji\
FOCA -
TECHCON
SB-3865 I s | SB-4097

CX-4566

TECHCON
TSQ-84

Figure 3-4. TADIL B - Switchboard

CX-4566

J-1077

CX-4566

Point-to-Point Wire Connection. The last method of establishing
TADIL-B is by using only wire assets to support the circuit. See
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figure 3-5. This method is fairly smple but requires data capable
wire line access to route the circuit between the two users.

Figure 3-5. TADIL B - Point-to-Point Wire Connection

TECHCON
CX-4566 TSQ-84

J-1077

TTC-42

MRC-142

DLAN/DWAN

CX-4566

GSC-54

MUX
Group

/I_\_I

FOCA

AN

Server-to-Server Linkage. Servers are normally located at com-
munications hubs, most often supported by an AN/TRC-170. The
server-to-server link is best established by using an analog channel
off the loop group modem within the AN/TRC-170. This circuit can
be established by using an anadlog sole user patch; however, this
method requires switch interface and uses a vauable analog inter-

face a both terminal sites. See figure 3-6.
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Figure 3-6. DLAN/DWAN - Server-to-Server Linkage

DLAN/DWAN Dial-in. DLAN/DWAN did-in allows a remote site
access to the DLAN/DWAN through the tactical automated
switching system. See figure 3-7. The server site must be collo-
cated and attached to a KY-68 by an AN/UYK interface cable
configured to accept dia-in access. The switch supporting this site
must have the subscriber lines programmed to accept data traffic.
The remote site also requires aKY-68, the AN/UYK interface ca-
ble, and the ability to process data programmed at the switch. The

TECHCON TrC-42
J-1077 TS0.84 MUX
CX-4566 Q- CX-4566 Group
MRC-142 /> CX-11230
GSC-54 FOCA

N ~

CX-11230 MRC-142

FOCA

TECHCON
SB-3865 | use6 | SB-4097 | cxusses J-1077

remote site computer must have the dial-in software pre-loaded and
an operational comm-port to attach the AN/UYK interface cable.
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Figure 3-7. DLAN/DWAN Dial-in

NIPRNET/SIPRNET

2 Wire —
CV-1548
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— >
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CV-1548 Patch SB-4097 X466

Panel

— -
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NIPRNET is an information network based on internet protocol
routers and integrated digital network exchange (IDNX) smart
multiplexers. It is designed for sensitive but unclassified information
transfer. NIPRNET supports unclassified networks such as the
Marine Corps Data Network and the Tactical Automated Weather
Distribution System. Marine air-ground task forces use the NI-
PRNET both aboard ship and ashore to transfer administrative

data.
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SIPRNET is aso an information network based on IP routers and
IDNX smart multiplexers, however, unlike NIPRNET, it is de-
signed for the exchange of classified information up to and includ-
ing the secret level. SIPRNET supports the exchange of classified
data between GCCS, DMS, CTAPS, TCO, IAS, and other tactical
information systems. SIPRNET routers can be collocated with NI-
PRNET routers. See figure 3-8.

GMF,~"

GCE CE
TTC-42

Cable

DASC

MATCD

MRC-142

MAGTF CE
TTC-42

GMF
TRC-170

ACE CE
TACC
TTC-42

TRC-170

Secondary
Airfield

SB-3865

Ame

MATCD

A

JFACC
| TTC39

~ GMF

JRC-170

TAOC
SB-3865

Cable/ NRC-142

EW/C
RMC

Stinger
RMC

Provided by MAGTF or GCE CE

Figure 3-8. NIPRNET/SIPRNET Server-to-Server Linkage
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Hotlines

AN/TRC-170 Loop Group Modem. Use of the loop group modem
to provide hotline service is accomplished by wiring the phone di-
rectly into the AN/TRC-170 radio system. See figure 3-9. The
loop group modem provides the necessary power to complete the
loop onceit is activated. This circuit does not go through a switch.

Figure 3-9. Hotlines - AN/TRC-170 Loop Group

Modem

Direct Access Service. Use of direct access service (DAS) isa
reliable method of establishing hotline service, but places a demand
upon the switching system. The DAS requires coordination and ac-
curate programming. Each switch can only process a defined num-
ber of DAS circuits, the SB-3865 can only originate five direct
access service circuits. This method should only be used when no
other method of establishing the hotline is available. An example of
this would be having to establish a hotline between two distant sites
that require an AN/MRC-142 and an AN/TRC-170 to provide the
link. The AN/MRC-142 does not have a loop group modem and
will require a trunk group established between the two sites. See
figure 3-10.

Figure 3-10. Hotlines - Direct Access Service

It should be noted that there is a distinct difference between a hot-
line and a direct access service circuit. A hotline through the switch
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DTG can be accomplished using a sole-user patch and by using a
DAS. Both require programming and coordination, but a DAS cir-
cuit is preferred often over a sole-user patch. This is because a
DAS circuit is simply a common user phone programmed at both
switches to connect specific phones (one at each end). It does not
require the dedicated use of a trunk when not connected, as does a
sole-user patch. DAS circuits are, however, limited by quantity.
Both methods should be used only when another means of
connecting a point-to-point circuit is unavailable.

Figure 3-11. Hotlines - Remote Multiplexer Combiner

Remote Multiplexer Combiner. The remote multiplexer combiner
(RMC) can support up to eight telephone direct access service and
data circuits between a primary and remote sSite using the
AN/MRC-142 as the path to connect the two sites. See figure
3-11. Thislink can aso be accomplished by using a CX-11230 ca-
ble, fiber optic cable, or a combination of both with an
AN/TRC-170 link. Additionaly, RMCs may be stacked two high to
provide additiona service. Remote multiplexer combiners can also
be used point-to-point, via either CX-11230 cable, MRC-142s,
TRC-170s (Group Modem), or a combination. Trunk service is not
required to establish a RMC-to-RMC connection. Remote multi-
plexer combiners aso have common user circuits when connected
to a switchboard.

Switch to Switch Connectivity. This method can provide up to 18
channels between the two sites and can be a combination of loops,
direct access service circuits, or analog sole user patches. The to-
tal connectivity islimited to data group modem (DGM) rate of 576
kbps. See figure 3-12.
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Figure 3-12. Hotlines - Switch-to-Switch Connectivity

Analog Integration. Four wire analog circuits can be integrated into
the tri-service tactical communications system by using the avail-
able andog appliqué unit cards within the equipment. See figure
3-13. Two wire analog circuits are converted to four wire analog
circuits using the CV-1548. The CV-1548 converts the 20 Hz ring
voltage into a 1600 Hz frequency that can be used within the TRI-
TAC system.

Figure 3-13. Hotlines - Analog Integration

INITIAL PLANNING

After receiving the communications requirements from the aviation
combat element G-6/S-6 and the Marine air control group S-6, the
Marine wing communications squadron S-3 begins his planning. To
this point, only the MWCS S-3 has been involved in recelving and
reviewing the requirements. Once al the requirements are vali-
dated, the platoon commanders are briefed and a"rough” communi-
cations architecture is presented by the S3. The platoon
commanders validate the initial architecture and the S-3 advises the
ACE G-6/S-6/MACG-18 S-6 on any problem areas/changes that
are required. Appendix C lists various tools available to assist in
communications system planning. Figure 3-14 is a representative
product produced to this point.

Figure 3-14. Sample Initial Planning Diagram
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DETAILED PLANNING

Once changes have been reviewed and approved by higher head-
quarters, the detailed planning begins. At this point, the platoon
commanders are fully involved with the planning process. The pla-

toons provide the technical guidance and expertise for the plan
while the MWCS S-3 coordinates with outside agencies, provides
administrative support, and acts as the foca point for planning

within the squadron. The end result of this detailed planning may be
in the form of an annex to the OPLAN (Annex K), a letter of in-
struction (LOI), or an appropriate communications document.

ARCHITECTURE

This section details the communications architecture employed at
ACE elements and agencies. Refer to appendix D as a reference
source for the Marine air command and control system communi-
cations laydown. It depicts ACE connectivity requirements, ACE
multichannel backbone connectivity, and specific circuit diagrams
between agencies.

ACE Command Element

The aviation combat element CE has no organic communications
equipment, receiving dl its voice and data support from the Marine
wing communications sguadron. This includes telephone and
switching service, message center service, local and wide area net-
work connectivity, and the connectivity for specialized command
circuits. It should be noted that the Marine wing support squadron
provides communications capabilities for the Marine aircraft group
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level and below when a MAG headquarters is not acting as the
ACE command e ement.

Tactical Air Command Center

The tactical air command center maintains organic single channel
radio equipment. It requires Marine wing communication squadron
support for telephone and switching service, message center serv-
ice, locd and wide area network connectivity, single channel radio
augmentation, and connectivity for specidized MACCS specific
control circuits.

Tactical Air Operation Center

The tactical ar operations center, like the tactical ar command
center, maintains organic single channel radio equipment. It re-
ceives switched backbone connectivity to other Marine air com-
mand and control system agencies from MWCS multichannel
radios, as well as support with message center service and local
and wide area network service. The tactical air operations center
has the additiona capability of providing the unit level circuit switch
with its organic assets and data circuits.

Early Warning/Control Site

The early warning/control (EW/C) site, a subordinate agency of the
tactica air operations center, requires Marine wing communications
sguadron support in order to connect with the digital switch back-
bone to the tactical air operation center. The Marine wing commu-
nications squadron provides the multichannd radio connectivity
between the tactica air operations center and the early
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warning/control site to support the telephone and data circuits in-
stalled by the early warning/control site.
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Direct Air Support Center

The direct air support center receives its backbone multichannel ra-
dio and tactica automated switching system support from the
ground combat element.

Theater Missile Defense Detachment

The theater missile defense detachment receives its communica
tions support from the Marine air control squadron. It also receives
switched backbone connectivity from Marine wing communications
sguadron multichannel radios. (Note: The Marine Corpsis planning
to divest itself of 50 percent of its Hawk assetsin fiscal year 1998
and is likely to divest the remainder in fiscal year 1999. Once ac-
complished, the theater missle defense detachment will be
deactivated.)

MAG and MATCD

The Marine aircraft group's rotary- and fixed-wing elements have
the same communications needlines. Interna airfield communica-
tions support for the MAG'sis provided by the Marine wing support
squadron, while externa switched backbone connectivity is pro-
vided by the Marine wing communications squadron. The Marine

ar traffic control detachment (MATCD) is provided equipment

support for connecting to the digital switched backbone network by
the MWSS/MWCS system.

PUBLISHING THE PLAN
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Based on the size and complexity of the operation, the Marine wing
communications squadron contributes to the operationa planning in
a number of ways. For one, it may write the Annex K to an
OPLAN. It may aso publish aletter of instruction to provide tech-
nical expertise for the fina product. The Marine wing communica-
tions squadron S-3 will publish milestones for document production
and keep higher headquarters informed of the status of the product.
The commanding officer will review al documents that are written
by Marine wing communications squadron for publishing by higher
headquarters.
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Operations

EMPLOYMENT/DEPLOYMENT

Generd communications support is provided to the aviation combat
element by the Marine wing communications sguadron. The
MWCS deploys, in whole or in part (detachments), as a task-
organized unit comprised of elements needed to satisfy the opera-
tiona requirements of the supported air combat e ement. It employs
organic equipment and personnel to provide communications con-
nectivity for the ACE command element, the Marine air command
and control system, and inter-airfield communications. The Marine
wing communications squadron caters its capabilities to meet the
mission requirements of the aviation combat element and can sup-
port ACE communication requirements across the spectrum of
Marine air-ground task force operations. The Marine wing commu-
nication sguadron’s contribution to the Marine air-ground task force
can vary from a small radio detachment, as may be found in aMa-
rine expeditionary unit (specia operations capable), to the complete
sguadron, with al associated equipment and personnel, as may be
found in a Marine expeditionary force.

COMMUNICATIONS CONTROL
The Marine wing communications squadron is tasked with provid-

ing communications control (COMMCON) for the aviation combat
element. Communications control is the method of organizing
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communications personnd and facilities to provide positive control
of telecommunications. It is the management, planning, direction,
coordination, control, and evauation of personne, circuitry, and
equipment to accomplish assigned missions and tasks. Communica
tions control includes systems planning & engineering, system con-
trol, and technica control. The planning portion of communications
control, systems planning and engineering, is addressed in chapter
3. The remainder of this chapter addresses the operational aspects
of communications control: systems control and technica control.

SYSTEMS CONTROL

Operationa systems control (OSC) is best described as managing
the day-to-day operation of a communications system. Aviation
combat element operational systems control functions are the re-
sponsihility of the aviation combat element G-6/S-6. Systems con-
trol a this level is primarily concerned with the development of
systems planning and engineering for future requirements or opera-
tions. The tactical network automated planning system (TNAPS) is
auseful systems control tool. TNAPS, in addition to being the joint
standard planning tool, aso provides the master log used for sys-
tems control.

The aviation combat element operational systems control center
(OSCC), established by the Marine wing communications squadron,
is the agency responsible for controlling and managing the aviation
combat element communications-electronics system. Collatera
agencies and unit OSCCs are responsible for managing their re-
spective communications systems.

Operational Systems Control Center (OSCC)
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The operationa systems control center will manage, supervise, and
coordinate the use of communications resources and the daily op-
erations of the communications system. It is charged with ensuring
that al circuitsin a system or network are used to the best advan-
tage and are carefully managed so as to effectively match available
circuits with traffic demands. To accomplish this, the operational
systems control center will—

® Monitor system performance and coordinate actions required
for restoration of system outages with senior, adjacent, and sub-
ordinate OSCCs (figure 4-1), in accordance with installation or

MAGTF
oscc
ACE | | — Coordination
G-6/5-6
ACE
oscc _
MACG MWSG
S6 S6
TAOC TMD Det | | LAADBn | | Mwss DASC Attached
oscc osce osce oscc oscc oscc

restoration priorities established in the communications plan.

Figure 4-1. OSCC Structure
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® Prepare and issue detailed directives and instructions to subordi-
nate units for implementation of the communications plans and
the supervision of their execution.

® Collect and analyze traffic data, service complaints, and outage
reportsto identify and correct system inadequacies, procedural
deficiencies, and other sources of problems.

® Prepare and distribute information essentia to the use or opera
tion of the system. This includes directives, cdl signs, crypto
change times, line route maps, and circuit diagrams.

® |dentify recommendations to the ACE G-6/S-6 via the detach-
ment commander for corrective actions when resources avail-
able are insufficient to provide satisfactory communications
service.

® Direct and coordinate the operation of the local technical control
facility (TECHCONFAC). Monitor circuit information from the
TECHCONFAC to ensure timely restoration of outages in ac-
cordance with published restoration priorities.

®* Implement and control the entire communications-electronics
system as one cohesive yet flexible entity. Comply with OSCC
orders and direct ACE and Marine air command and control
system circuit activation and deactivation.

® Maintain appropriate records, files, logs, and trouble reports to
provide the current status of al circuits supporting the com-
mand. Provide reports as required.

® Direct that aternate signa paths be used when primary paths
are disrupted.

® Maintain circuit status/data for rerouting, restoration, and record
pUrposes.
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® Maintain current listings pertaining to the allocation and assign-
ment of frequencies and call signs, subscriber directory informa:
tion, and related instructions.

® Ensure that al communications-electronics elements are ad-
vised of weather conditions (e.g., atmospheric conditions, advi-
sories) that may affect their operations.

® Use the following means to fulfill operational systems control
center responsibilities—

Communications Coordination Net. When established, this
circuit links al communications facilities and is terminated in
the OSCC.

Multichannel Radio. When established, one channel is nor-
mally reserved for an OSCC-to-OSCC hotline.

Status Log. A status log depicting the current status of all
circuits (e.g., radio, wire, telephone and mutlichannd radio)
is maintained in the OSCC facility.

OSCC Log Book. Thisisachronological record of identified
problems and actions taken to gain solutions.

OSCC Personnel

Operational systems control center watch standees include the
watch officer, watch chief, and the clerk.

Watch Officer (WO). The watch officer isthe individua responsi-
ble for the operation of the operationa systems control center. His
duties include, but are not limited to—

® Supervison of personnd assigned to the watch.
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Coordination of call sgns, frequencies, and cryptographic
assignments.

Maintenance of systems, circuits status charts, equipment status
charts and logbooks.

Submission of circuit status reports to the OSC staff as
required.

Receipt of outage reports and completion of trouble tickets.

Ingtallation and restoration of circuits per established priority
restoration palicy.

Coordination of circuit preemption with al concerned agencies.

Monitoring the progress of equipment under repair of the main-
tenance section.

Coordination of requests from externa control centers for tech-
nical assistance and test equipment.

Watch Chief (WC). The watch chief is the individua responsible for
assigting the WO in the performance of his duties. The watch
chief's specific respongbilities include—

Continuous coordination of circuit restoration in the order of es-
tablished priorities.

Receipt of outage reports and completion of circuit trouble
tickets.

Ensuring that dl publications, charts, and logs are properly
maintained.

Performing other duties as directed by the WO.
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® Supervise the OSCC clerk.
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Clerk. One clerk should be assigned to the watch and will perform
the following duties—

® Maintain circuit and equipment status boards per information re-
ceived from the watch chief.

® Perform other duties as directed by the watch chief.

TECHNICAL CONTROL

Technical control (TECHCON) is a means of exercising central-
ized technica supervision over the planning, instalation, operation,
and maintenance of circuits employed by communication agencies
and other authorized subscribers. Thisis accomplished by rerouting
circuits, using an alternate communication means, or activating re-
dundant systems. Technical control provides for a common inter-
face between the user and the communications system.

Technical Control Facility

The technical control facility (TECHCONFAC) operates under the
cognizance of the operations officer during planning and is an auxil-
iary function of the operational systems control center during an
operation. While the operationa systems control center is the senior
coordinating agency, the technical control facility supplies the tech-
nical expertise. TECHCON's scope is generaly governed by the
number and type of circuits employed and the number and type of
adjacent control agencies. The technical control facility will assst in
the implementation of the communication plan, and subsequently, in
the maintenance of the communication system. The magority of
TECHCON's functions require that it have access to the circuits
that pass through its facility. The TECHCONFAC will provide
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monitoring, performance testing, sgna conditioning, circuit routing,
and similar services. The goa of technica control is to provide the
best possible circuit quaity and limit circuit degradation due to natu-
ral or man-made causes.

System Activation

System activation is divided into link and circuit activation. Once a
link has been activated, the operational systems control center will
direct the technical control facility to start activating circuits across
the link. The technica control facility will coordinate with the dis-
tant end TECHCONFAC to operationaly check the channels on
the link. Once complete, technica controllers will patch users on to
the corresponding channdl. The technica control facility will per-
form an on-line check of the circuit. A circuit is activated only
when both users are satisfied with the circuit's operation.

Circuit Outage

The user will notify the operationa systems control center as to any
circuit problems. The operational systems control center will, in
turn, inform the technical control facility of the specific circuit out-
age. The technica control facility will start troubleshooting to iso-
late and correct the problem, providing updates to the operational
systems control center, as required, on the status of the circuit.
Once the problem has been corrected, the operationa systems con-
trol center will be informed of the reason for outage. Service will
be restored by &l available means according to established restora-
tion priorities or as directed by the operationa systems control
center.
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Link or System Outage

When alink or system outage occurs, the operator of the system
will notify the operational systems control center of the Situation.
Maintenance personnel will be dispatched to assist in troubleshoot-

ing the affected links or system. Links or systems consist of any
multichannd link, unit level circuit switch system, or power grid.
Once thelink or system is repaired, the operational systems control
center is notified. The operational systems control center then di-

rects technical control to ensure service is restored to the users.
Technical control then informs the operationa systems control sys-
tem as to the results of the restoration effort.

Troubleshooting

Technical control is responsible for the restoration of service with
minimum loss of operating time. Troubleshooting is accomplished
through the fault isolation process, which determines the location of
the problem within the network. The fault could be in the transmit-
ting facilities, the receiving facilities, the media connecting them, the
switch equipment, or the user's equipment terminating the circuit.
Complete fault isolation instructions for all equipment is contained in
related manuals. Generaly, fault isolation begins with the recogni-
tion that a problem exists. Trouble recognition may be a result of
quality control testing, equipment sensors and aarms, subscriber
complaint, or any combination of these. Once recognized, coordi-
nated actions to identify the location of the problem are initiated.
When localized, appropriate corrective measures are taken.
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System Deactivation

System deactivation is the orderly shut down of the communica-
tions system as directed by the operational systems control center
and coordinated through the technica control facility.
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Training

Every Marine Corps leader has the responsibility to establish and
conduct the technical and tactical training necessary to enable their
Marines to successfully accomplish the unit's mission. The attrib-
utes that establish the basis of an effective training program include
relevance, standardization, efficiency, and specificity. Considering
the complex nature of amphibious, joint, and combined operations,
and the ever increasing sophistication of communications and data
systems, training for Marine wing communications squadron Ma-
rines is imperative for mission success. Proficiency at al levels of
operation to include individua, platoon, unit, Marine air command
and control system, and aviation combat element is the god. The
end state of meaningful, quaity training is a confident and proficient
Marine communicator.

INDIVIDUAL TRAINING

Theindividua training standards (ITS) manua, Marine Corps order
(MCO) 1510.83, establishes standardized training requirements for
personnel in the communications and data military occupationa
specidties (MOS). The individua training standards manua pro-

vides specific tasks that, when accomplished, will ensure communi-
cations and data personnel maintain military occupationa speciaty
proficiency.
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Formal Schools

The Marine Corps schools program provides training for officers
and enlisted personnel at various career stages. Beginning with the
entry level schoal (lieutenant/private), and progressing through the
career level (captain/corporal-sergeant), intermediate level
(major/staff sergeant-gunnery sergeant), and top level schools
(lieutenant colonel/master sergeant-master gunnery sergeant), the
forma school system is designed to provide both technical and tac-
tical levd training.

Marine Corps Institute (MCI)

The Marine Corps Ingtitute program allows Marines of al ranks to

continue their professional education through correspondence
courses. With a variety of subject matter, the Marine Corps Insti-
tute program allows for technica development as well as leadership
enhancement.

PLATOON LEVEL TRAINING

Platoon leve training should be designed to focus on employment of
the respective platoon's equipment. The training effort should be
concentrated on operator proficiency. This should enhance the pla-
toon's ability to ingtall, operate, troubleshoot, and maintain a particu-
lar equipment suite. On-the-job training is conducted at this level
along with cross training within the squadron.
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UNIT LEVEL TRAINING

Unit leve training should be designed to focus on the integration of
the communications system (Marine wing communications squad-
ron equipment), with emphasis on systems management and con-
trol. This training stresses communication control and technica
control procedures.

MACCS TRAINING

Marine air command and control systems training can take on

many forms, to include command post exercises (CPX), simulated
exercises (SIMEX), and field training exercises (FTX). During
MACCS training, the Marine wing communications squadron's fo-
cus should be on supporting and integrating Marine air command
and control squadron system communications. Marine wing com-
munications squadron personnel are intimately involved with plan-

ning and execution of the following Marine ar command and

control systems level training—

Marine Aviation Planning Problem (MAPP)

Marine aviation planning problem exercises are low cost, low over-

head training that involve the systems planning and engineering por-
tion of an operation based on a given tactical scenario. Marine

wing communication squadron personne provide/develop communi-
cations plans (Annex K) to support the given situation. These ex-
ercises are particularly effective in determining command and
control requirements to support possible contingencies.
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MACCS Integrated Simulated Training Exercises
(MISTEX).

The MACCS integrated smulated training exercise is a locally-
sponsored Marine air control group exercise that involves detailed
preparation of a simulated scenario followed by execution at the
Marine air command and control system level. For Marine wing
communications squadron, the MISTEX provides aredlitic training
opportunity to support Marine air command and control system
communications requirements.

ACE TRAINING

Thistraining is the most complicated level of training for the Marine
wing communications squadron. It can take on numerous forms,
ranging from Marine ACE-only training to conducting training in the
joint and combined arena. Normaly, during this type of training,
large portions of the ACE deploy, including fixed and rotary wing
assets. Due to the large scale of this type of training, the full spec-
trum of communications support for command and control, along
with the mgjority of MWCS equipment and personnd, is normaly
required during these exercises. ACE level and above training is
the most beneficia training opportunity available.

EVALUATING TRAINING

The success of individud, platoon, and unit level training should be
qualitatively measured to identify training deficiencies and to create
abaseline for designing future training. At each level of training the
evaluation process should exigt to inform, reinforce standards of

proficiency, and identify shortfalls needing reemphasis. The building
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block approach to training and evaluation, starting at the individua
training level with the basics and progressing through ACE leve
training as proficiency increases, fosters thoroughness, confidence,
and success. This aso prevents rudimentary aspects of individual,
platoon, and unit level training having to be introduced during higher
level (MACCS and ACE) training opportunities. Higher level train-
ing carries the added responsibility of facilitating the training and
evaluation of supported units and agencies. If communications are
lacking due to a training deficit, al related training risks degrada
tion.
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(reverse blank)



Appendix A

ACE Communication Connectivity

COMMAND ELEMENT CONNECTIVITY

ACE command eement communication connectivity consists of
sngle channel radio nets, data circuits, and tactical automated
switching circuits.

Single Channel Radio Nets

The aviation combat ement command eement monitors the fol-
lowing circuits—

® MAGTF Command Net (HF/UHF- SATCOM). This net provides
a means for the commander to exercise command, and coordi-
nate administrative and logistics functions with the magjor com-
ponents of the MAGTF. Composition includes—

MAGTF command eement
Ground combat element(s)
Aviation combat element(s)
Combat service support element

Separate units under commander landing force (CLF) opera-
tiona control.



MCWP 3-25.12

MAGTF Tactical Net (VHF/HF/UHF-SATCOM). Thisnet is used
primarily for operationd traffic between the CLF and the mgjor
combat elements. Composition includes—

MAGTF command & ement
Ground combat element(s)
Aviation combat element(s)
Combat service support element

Separate combat and combat support units under CLF op-
erationa control.

MAGTF Intelligence Net (VHF/HF/UHF). This net provides for
rapid collection and dissemination of intelligence information be-
tween the CLF and the mgjor combat elements of the MAGTF.
Composition includes—

MAGTF command e ement
Ground combat element(s)
Aviation combat element(s)
Combat service support element

Separate combat and combat support units under CLF op-
erationa control.

ACE Command Net (HF). This net provides a means for the
ACE commander to exercise command, and coordinate admin-
igtrative and logistic functions with subordinate units. Composi-
tion includes—

ACE headquarters



MACCS Communications Handbook A-3

All Marine aircraft groups/dets
Marine air control group/det
Marine wing support group/det
Independent, squadrong/battaions
Attached units

® ACE Intelligence Net (VHF/HF/UHF). This net p rovides for
rapid collection and dissemination of intelligence information be-

tween the ACE headquarters and subordinate units. Compos-
tion includes—

ACE Headquarters

TACC

Marine Aviation Groups/Squadrons
TAOC

Marine Wing Support Squadrons
DASC

Attached intelligence/early warning units

Data

The Marine wing communications squadron provides router serv-
ices, direct connections, dia in capability and server support for
ACE command element data requirements. The types of applica-
tions and sarvices include E-mail, message digtribution systems



A-4 MCWP 3-25.12

(MDYS), joint deployable intelligence support system (JDISS), global
command and control systems (GCCYS), tactical combat operations
(TCO), MAGTF integrated logistics systems (MILOGS) and IAS.
It is the users responsibility to provide the hardware, software and
network interface equipment.

Tactical Automated Switching System

The Marine wing communications squadron provides dl ACE com-
mand element telephone support. This includes a point to point hot-
line between the MAGTF commander and the tactica air
commander (TAC).

MACCS AGENCIES CONNECTIVITY

The Marine air command and control system, unlike other commu-
nications systems, is organized by function rather than aong the
conventiona chain of command. The communications system es-
tablished to support interaction between a ground commander and
higher, adjacent and subordinate commanders is significantly less
effective with aviation. The speed and range of aircraft, air-to-air
missiles, and surface-to-air missiles are tactica advantages, but
they serve to complicate standard command and control systems.
Aviation orders, such as engagement commands, issued aong a
chain of command based communications system would be dow
and ineffective in an aviation context. In order to employ the
MACCS effectively, the supporting communications structure must
be as reliable and versatile as the dynamic and fast-paced opera
tions it enables. The MWCS provides single channel radio support,
tactical automated switching systems and data systems support to
the MACCS.
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Single Channel Radio

Tactical Air Command Center. Thetactical air command center
is composed of four sections: future plans, future operations, cur-
rent operations, and air combat intelligence. Circuits monitored by
the future plans and air combat intelligence sections vary depending
upon the requirements of the operation, athough the air combat in-
telligence section will dways monitor the MAGTF intelligence net.
The future operations section normally monitors the following
circuits—

®* MAGTF command net (HF/UHF- SATCOM)
® MAGTF tactica net (VHF/HFUHF-SATCOM)
®* MAGTF intelligence net (VHF/HF/UHF)

® ACE command net (HF)

® ACE intelligence net (VHF/HF/UHF)

In the current operations section, the specified watch standee nor-
mally monitors the indicated nets—

Senior Watch Officer. The senior watch officer selectively moni-
tors any of the nets in the section as required by the mission.

Senior Air Coordinator. The senior air coordinator's primary nets
include—

® Command Action Net (HF/MUX). This net provides a means
for overall coordination of antiair warfare through the exchange
of information pertaining to missle battery employment,
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assgnment of air targets, and interceptor/missile coordination.
Composition includes—

TACC/TADC

TAOCs (SAAWC)

EwW/C

Direct Air Support Net (HF/MUX). This net provides a means
for the DASC to request direct air support aircraft from the
TACC/TADC. Additiondly, information pertaining to aircraft
stationing, fuel and ordnance status, mission progress, etc., may
also be passed over this net. Composition includes—

TACC/TADC
DASC

Tactical Air Command Net 1 (HF/UHF-SATCOM). This net
provides the primary means by which the TACC tasks subordi-
nate elements. Composition includes—

TACC/TADC

TAOCs

DASC

All MAGs and squadrons
MATCD (as required)
EWI/C (as required)

TMD Det (as required)
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LAAD Bn (as required)

® Combat Information/Detection Net (CI/D). This net providesa
means for reporting on unidentified or hostile aircraft, including
initid contact reports, tracking, amplifying, and final disposition
reports. Multiple nets are normally employed and are assigned
to appropriate radar surveillance activities as requested. Nor-
mally, the TAOC is net control station on this circuit. Compos-
tion includes—

TACC

TAOC

EW/C

DASC (as required)

TMD Det firing sections (as required)
LAAD Bn (as required)

MATCD (as required)

Close Battle Cell. The close battle cell monitors the direct air sup-
port, combat information/detection (as required), and the tactical air
request/hel o request nets.

Deep Battle Cell. The deep battle cell monitors the direct air sup-
port, combat information/detection (as required), command action
(asrequired), voice product net (VPN), tactical air direction (asre-
quired), deep battle air control (DBAC) net, and any other netsre-

quired by the operation.
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Air Defense Cell. The air defense cell monitors the command ac-
tion net (as required), the combat information/detection net (as re-
quired), and the air operations control net (HF/MUX). The latter
provides the means for the tactica air operations center to request
interceptor aircraft and to report friendly air defense situation infor-
mation to the TACC/TADC. Information pertaining to combat air
patrol (CAP) availability, stationing and assignment, surface-to-air
unit status and employment, and aircraft/missile weapons coordina-
tion is passed on this net. This net is established and assigned for
each TAOC in operation, and is composed of the TACC/TADC,
the TAOCs, and EW/C.

Track Data Cell. The track data cell monitors the following com-
munication nets—

® Tactical Digital Information Links A/B (TADIL A, HF/UHF;
TADIL B MUX).

® Data-Link Coordination Net (MUX/HF/UHF). This net provides
a means for maintenance to maintenance coordination of date-
link operations. May be combined with the track supervision net
for single channel operations. Generally one per TADIL-A,
TADIL-B, ATDL-1. Composition includes—

- TACC

- TAOC

- MATCD

«  TMD Det firing sections

+  Other service agencies employing tactica data links

® Track Supervision Net (MUX/HF/UHF). This net provides a
means for track surveillance personnel to exchange voice
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information to maintain a clear air picture. This net may be
combined with the track supervision net as required. Compos-
tion includes—

TACC
TAOC
EWIC

® Interface Coordination Net (HF/UHF). This net provides a
means for command level coordination in the employment  of
certain tactical weapons and for interface command, control
and coordination. Thisis normally a secure net used during joint
operationg/exercises. Composition includes—

TACC
TAOCs

Other service agencies (as required)

Analysis Cell. The analysis cell may monitor the nets assigned to
the close battle, deep battle, air defense cells, or any other nets
deemed appropriate.

Search and Rescue Coordination Cell. The search and rescue
coordination cdl will monitor—

® Search and Rescue Net (UHF/HF/VHF). The SAR net pro-
vides a means for the control and coordination of air rescue
missons. Multiple nets may be required. Composition
includes—

All lements within the command and control system
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« Aircraft involved in SAR missions

® Guard (UHF). Provides a distress natification capability and is
used by aircraft to declare an emergency. It further servesasa
means for air control agencies to advise aircraft of emergency
conditions or serious hazards to aircraft safety. Compostion
includes—

- TACC/TADC

- TAOC

- DASC

- All arr treffic control facilities
+ All aircraft

+  Other agencies and elements within the Marine air command
and control system.

Airspace Control Cell. The airspace control cell monitors commu-
nication nets as required to accomplish the mission.

Air Boss. The air boss requires hotlines or priority phone service
between his location and the representative from whom he will re-
celve tasking. Also, a common user telephone is required to alow
him access to squadron maintenance, ordnance, and operations
sections. Findly, he will need secure UHF communications to
aircraft.

Direct Air Support Center. Specific watch standees in the di-
rect air support center will normally monitor the indicated nets—
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Senior Air Director. While the senior air director is capable of
monitoring all of the DASC's nets. His primary nets are the tactical
air command and the direct air support nets, and the DASC-FSCC
haotline.
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Helicopter Director. The helicopter director monitors—

® Helicopter Direction Net (UHF/VHF). This net p rovides a
means for the helicopter direction center (HDC) to exercise
positive control of inbound and outbound helicopters in the am-
phibious objective area. The radar controller in the HDC uses
these nets to direct flight course and dtitude of helicopters,
holdings, letdowns and climb out when required, from the ren-
dezvous point to the initid point. The DASC, ASC(A) and
TAC(A) use these nets for terminal control of helicopters. In-
bound and outbound UHF, VHF and HF helicopter direction
nets are employed. The HF net is most often a back-up, and a
means of providing long-range control of airborne helicopters.
Composition includes—

DASC

Helicopters

Helicopter landing zone control teams
TAC(A)

TACP's

Other air control agencies (as required)

® Tactical Air Traffic Control Net (UHF/HF). This net provides a
means for the TACC/TADC, TAOC and DASC to exercise
control of al tactical aircraft in the objective area. Types of in-
formation passed over this net include arcraft reports of
launches by mission number, clearing aircraft to their assigned
control agencies, diverting aircraft as necessary, and completed
mission reports prior to landing. Multiple TATC nets are re-
quired for the TACC/TADC, TAOC and DASC in order to
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provide each agency with its own net(s). Compostion
includes—

Controlling agencies(TACC/TADC/TAOC/DASC/ATC)
+ Fixed-wing aircraft

+ Hédlicopters

Tactical Air Director. Thetactica air director will monitor the tac-
tical air traffic control net and the tacticad ar direction net
(UHF/HF).

® Tactical Air Direction (TAD) Net. The tactical air direction net
provides a means for the direction of aircraft in the conduct of
close air support missions, and for the direct air support center
to brief support arcraft on routing, target information, and as-
signment to aforward air controller, FAC(A), etc. Multiple tac-
tical air direction nets are required and are assigned to mgjor air
control agencies. This net is primarily UHF with a secondary
VHF capability available in some cases. Composition includes—

« TACC/TADC

+ DASC

+ TACP

«  Tactica fixed-wing aircraft

Other dements within the Marine air command and control
system (e.g., TAC[A], FAC[A])

Tactical Air Request Net Control Operator. This operator monitors
the tactical air request net (HF/VHF).
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® Tactical Air Request (TAR) Net. This net provides a means for
forward ground combat units to request immediate air support
from the DASC. Intermediate ground combat echelons monitor
this net and may approve, modify, or disgpprove of a specific
request. The DASC uses the net to brief the requesting unit on
the mission details. Multiple tactica air request nets may be re-
quired depending on the scope of close air support operations.
Composition includes—

DASC
HDC
TACP
TAC(A)
FAC(A)
ASC(A)

Helicopter Request Net Control Operator. This operator monitors
the helicopter request net (HF/VHF).

® Helicopter Request Net (HR). This net is established during
amphibious operations for the conduct of ship-to-shore move-
ments. It is used by the tactical air control parties of helicopter
units, and those units assigned on-call helicopter support. The
net is aso used to request immediate helicopter support from
the direct air support center or helicopter direction center. Sur-
face landed units will submit requests for immediate helicopter
support to the direct air support center or tactical air command
center (afloat) via tactical request nets. Preplanned helicopter
support for helicopterborne and surface-based units will be sub-
mitted via command channels. This net is disestablished after
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the ship-to-shore phase of the amphibious assault. Compostion
includes—

TACPs of helicopterborne units
DASC (when established ashore)
TADC

Direct Air Support Center (Airborne). The direct air support
center (airborne) (DASC[A]) will normally monitor the following
circuits—

® Direct air support net

® Tactical air command net

® Tactica air traffic control net(s)
® Tactica air direction net(s)

® Hdicopter direction net(s)

® Tactical air request/helicopter request net

Tactical Air Operations Center. Identified watch standees in
the tactical air operations center will normally monitor the indicated
nets—

Sector AntiAir Warfare Coordinator. The sector antiair warfare
coordinator will monitor the command action net, the tactica air
command net, and all other TAOC circuits, as required.
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Senior Air Director. The senior air director will monitor the com-
mand action net, the air operations control net, and all other TAOC
nets, as required.

Surveillance and Identification Director. The senior identification
director monitors the combat information/detection net, the data-link
coordination net, the handover/crosstell net (HF) and the anti-
aircraft intelligence net (HF/MUX).

® Antiair Intelligence Net (AAI). The anti-aircraft intelligence net
provides a means for surface-to-air missile batteries to report
targets (acquired by battery surveillance radar) not previoudy
reported on the combat information/detection net. Additionally,
this net may be used by the TAOC to pass selected early warn-
ing contacts to missile firing batteries. Compostion includes—

TAOCs
Battery command posts

Early warning/control activities (as required)

Senior Traffic Director. The senior traffic director monitors the
tactical air traffic control net, search and rescue net, guard, and the
handover/crosstell net. The senior traffic director also monitors the
tanker net.

® Tanker Net (UHF). This net provides a means for in-flight refu-
eling arcraft to communicate with the tanker. Additiondly, it
can be used by the TAOC to exchange information with the
tanker. Such information would include fud states and early
warning. Composition includes—

Tanker(s)

In-flight refueling aircraft
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+ TAOC
+ EWICs

Senior Weapons Director. The senior weapons director will moni-
tor TADIL-C (UHF) and Army tactical data link-1 (ATDL-1).
Additionaly, he will monitor the—

® Fighter Air Direction Net (UHF). This net provides a means for
air control agencies and elements to control aircraft conducting
intercepts. Multiple nets are required and are assigned to each
major control agency. Composition includes—

TAOC
EW/C
Interceptor aircraft

Other AAW dements within the air command and control
system.

® Anti-Aircraft Control Net (MUX/HF). This net provides a means
to control surface-to-air missile batteries. Types of information
passed on this net include; target assignments, fire direction or-
ders, weapons status commands, battery status reports, and pro-
gress of engagements and engagement reports.  Composition
includes—

« TAOC
«  TMD Det firing sections

+ Early warning/control sites (as required)
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Surveillance Operators. The surveillance operator monitors the
combat intelligence/detection net.

Tactical Air Traffic Controller. The tactical air traffic controller
will monitor the tactical air traffic control net, the handover net, and
the cross-tell net.

Weapons Controller. The weapons controller is responsible for the
positive control of al enroute or return-to-base aircraft assigned to
his control frequency. During active air defense, he operates under
the direction of the senior weapons director. The weapons control-
ler monitors the fighter air direction net and the antiaircraft control
net.

Assistant Weapons Controller. The assistant weapons controller
also monitors the fighter air direction net and the antiaircraft control
net

Early Warning/Control Site. Normally an early warning and con-
trol dte will monitor the ar operations control net, the
combat/information detection net, the tactical air traffic control net,
and the fighter air direction net (as directed).

Terminal Controllers. Termina controllers include the tactical air
coordinator (airborne), the air support coordinator (airborne), the
forward air controller (airborne), and the tactica air control party.
They will normally monitor the communications nets as indicated—

Tactical Air Coordinator (Airborne). The tactica air coordinator
(airborne) could be required to monitor the tactical air direction net,
the tactical air request/helicopter request net, and/or any of the

following—

® Tactical Air Control Party Local Net (VHF). This net provides
a means for coordination between the air officer and the
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forward air controllers within the infantry battalion. Compostion
includes—

Air officer

Forward air controllers
TAC(A)

FAC(A)

® MAGTF Air Observation Net (UHF/VHF). This net provides a
means for controlling air observation and for the transmission of
information from landing force (LF) ar observers to the LF
headquarters and other LF units. It can be heavily used during
visua reconnaissance operations. The net may be used for ad-
justment of artillery or nava gunfire on an emergency bass.
Multiple nets may be employed. Composition includes—

Command element

Aerid observer

Ground combat element

Artillery battery fire direction center (FDC) (as required)
FSCC(s)

® Division Artillery Air Spot Net (VHF). This net provides artil-
lery air observers with a means to transmit target information to
atillery units and adjust fires. Multiple nets may be required.
Composition includes—

GCE headquarters (as required)

Artillery air observers
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Artillery regiment
Artillery battalions and batteries (as required)
FAC(A)

® Naval Gunfire Air Spot Net (UHF). The nava gunfire air spot
net provides a means for airborne spotting and adjustment of
nava gunfire. This net is used to call for and adjust fire by the
air spotter in the same manner as the shore fire control spotting
network. Multiple nets may be required. Composition includes—

Airborne spotter

Nava gunfire support ships
Shore fire control parties
FSCC

FAC(A)

Air Support Coordinator (Airborne). The primary nets for the air
support coordinator (airborne) are the helicopter direction net and
the tactical air direction net (as required as alink to the TAC[A]).

Tactical Air Control Party. The communication nets required to
link the forward air controller parties to the battalion tactical air
control parties are the tactical air request/helo request net, the
tactical air control party local net, the tactical air direction net, and
the helicopter direction net.

Forward Air Controller (Airborne). The forward air controller
(airborne) could be required to monitor—

® Tactica air request/helicopter request
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® Tactica air control party loca
® Tactical ar direction
® MAGTF air observation net

® Nava gunfire spot and/or the divison artillery air spot net.

Low Altitude Air Defense Battalion. Low dtitude air defense
battalion and platoon command posts, and section leaders normally
monitor the indicated communications nets—

Battalion Command Post. The battalion command post monitors
the tactical air command net, the combat information/detection net,
and the LAAD command net (HF).

® | AAD Command Net (HF). The LAAD command net is estab-
lished by the LAAD commander or LAAD representative in
the SACC (afloat), the TAOC, or appropriate MACCS agency
(ashore). This net provides subordinate LAAD units with cur-
rent air defense warnings, weapons control conditions, and per-
tinent information concerning friendly, enemy, or unidentified
aircraft. In addition, it gives the LAAD battalion or battery com-
mander a means to issue orders or directives and control his de-
ployed units or elements. Composition includes—

LAAD battalion commander

LAAD battery commanders (regimental FSCC or appropri-
ate agency)

LAAD platoon commanders (battalion FSCC or appropriate
MACCS agency)
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LAAD Platoon Command Posts. The LAAD platoon commander
and platoon sergeant will be located with the air control agency that
will provide them with the best position from which to control their
teams. The platoon commander will normally locate himsdf with
the TACC, TAOC, or TMD Det. The platoon sergeant will locate
himsalf with the DASC or FSCC. Both monitor the LAAD com-
mand net and the LAAD Weapons Control Net (HF).

® [ AAD Weapons Control Net (HF). This net provides air de-
fense warnings, weapons control conditions, and pertinent infor-
mation concerning friendly, enemy, or unknown aircraft to
LAAD platoon commander(s)/section leaders. Composition
includes—

«  LAAD battery commander
+  LAAD platoon commanders

«  LAAD section leaders

LAAD Section Leaders. Low dltitude air defense section leaders
control their teams viathe LAAD team control net.

® | AAD Team Control Net. Thisnet is established by the section
leader, and is normally located in the FSCC of the supported
unit or the most advantageous tactical position. Multiple nets
will be required when more than one section is employed. The
net is used by the section leader to control LAAD teams and
relay air defense warning, wesgpons control conditions, and per-
tinent information concerning friendly, enemy, or unidentified
aircraft. Composition includes—

«  LAAD section leader

- LAAD teams
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Marine Air Traffic Control Detachments. The Marine ar
traffic control detachment tower control, radar control, and com-
mand sections normally monitor the indicated communications
nets—
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Tower Control Section. The tower control section monitors the
following nets—

® Tower Primary Net (UHF/VHF). This net provides a means for
the local controller to issue traffic advisories and aircraft clear-
ances within the airport traffic area. Multiple nets may be re-
quired. Composition includes—

- MATCD(9)
« Aircraft

® Ground Control Net (UHF/VHF). This net provides a means for
the ground controller to coordinate the movement of al ground
arcraft, vehicles, and personnel on taxiways and runways.
Multiple nets may be required. Composition includes—

- MATCD(s)

- All arcraft, vehicles, and personnd on taxiways and
runways

Radar Control Section. This section controls the orderly, safe, and
expeditious flow of radar traffic into and out of terminal airspace
during al weather conditions. This function may be performed by
one of two approach controllers, depending on the volume of traffic
and availability of personnel. This section will monitor the—

® Approach Control Net (UHF/VHF). This net provides a means
to coordinate radar traffic into the termina airspace. Multiple
nets may be required. Composition includes—

- MATCD(s)

« Inbound aircraft
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® Departure Control Net (UHF/VHF). This net provides a means
to coordinate radar traffic departing termina airspace. Multiple
nets may be required. Composition includes—

MATCD(s)
Outbound aircraft

® Ground Control Approach Net (UHF/VHF). This net provides a
means for ground control approach to provide bearing and alti-
tude information to aircraft. Composition includes—

MATCD(s)

Landing aircraft

Command Section. The command section will monitor the tactical
air command net and the combat information/detection net.

Marine Wing Communications Squadron. The Marine wing
communications squadron is not an agency of the Marine air com-
mand and control system, but is a key supporting element. Single
channel radio requirements of the MWCS encompass the coordina-
tion and control of the established communications system.

Operational Systems Control Center. The operational systems
control center normally monitors the tactical air command net and
the—

® MAGTF Communications Coordination Net (HF). This net
provides a means for the coordination, instalation, and restora-
tion of communications circuits. Composition includes—

MAGTF OSCC
GCE OSCC
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FSCC OSCC
ACE OSCC

® ACE Communication Coordination Net (HF/VHF). This net
provides a means for the coordination, installation, and restora-
tion of communications circuits. Composition includes—

Wing headquarters

All Marine aircraft groups

Marine air control group

Marine wing support groups/squadrons
Independent squadrons/battalions

An ACE communications guard chart depicting many of the afore-
mentioned nets (but not al) is presented as table A-1. Actua as-
signment of nets may vary depending upon the METT-T anadysis.
The legend for the table is—

® N = Net Control Station
® M = Monitor

® R=AsRequired
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Table A-1. ACE Communications Guard Chart
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Data

The Marine wing communications sguadron provides loca area
network (LAN) support for the tactical air command center. It re-
mains the users responsibility to provide the hardware, software,
and network interface equipment.

Tactical Automated Switching Services

The Marine wing communications squadron provides dl trunking

services for the MACCS except for the trunking between the
TMD Det and TAOC. Additionally, the MWCS provides all phone

service for the TACC. The point-to-point hotlines provided for the
Marine air command and control system are the—

® Command action/air operations control net—
TACCto TAOC
TACCto EW/C
TACC to MATCD
® Direct air support net—
TACCto DASC
® Handover cross telephone—
MATCD to TACC
MATCD to DASC (as required)

TAOC to EW/C
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TAOC to DASC (as required)
TACCto TAOC

® Datalink coordination/track supervison net—
MATCD to TACC
TMD Det firing section to EW/C (as required)
TAOC to EW/C
TMD Det firing section to TAOC (as required)
TACCto TAOC

® |nterface coordination net—
TACC tojoint agency
TAOC to joint agency

® Genera—
AirBossto MATCD hotline
AirBossto TACC hatline
SAD/SAC
OSCC to maintenance coordinator hotline
OSCC to TECHCON hatline
TECHCON to TACC maintenance hotline (as required)
OSCC to OSCC hatlines (as required)
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MWSG CONNECTIVITY

The Marine wing communications squadron provides limited tacti-
cal automated switching support and data circuit support to the Ma-
rine wing support group.

Single Channel Radio

The Marine wing communications squadron provides no single
channel radio support to the Marine wing support group.

Tactical Automated Switching System

The Marine wing communications squadron provides trunking serv-
ices for the Marine wing support group intra-airfield tactical auto-
mated switching system.

Data

MWCS provides limited router services, direct connections, did in
capability and server support for MAGs/squadrons and Marine
wing support group data requirements. It provides no LAN support
to the MWSG for intra-airfield operations.

DATA LINKS
Understanding data link interoperability is one of the keys to un-

locking the full capabilities of a C4l system. Mastery of data link
structuring is a critical step toward putting the pieces of the tactical
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communications system puzzle together. Gaining areal understand-
ing of data link interoperability requires knowledge and experience
of other related systems, as well as hands-on experience using mul-
tiple data link agencies. This section will provide a basgline knowl-
edge of data links and the agencies capable of employing them.
Data links are defined by three primary features: message formats,
equipment configuration, and link architecture. Each of these fac-
tors contribute to and limit the employment of data links.

Data Link Features

Data link features include message format, equipment configura-
tions, link characterigtics, and link architecture.

Message Format. Data link message formats are determined by
the information to be passed between agencies. TADILSs, standard-
ized by the Joint Chiefs of Staff to increase interoperability be-
tween agencies and service components, provide standardized
communications links capable of transmitting digital information.
The message format directly impacts the way the equipment is
configured and the development of the link configuration.

Equipment Configuration. Each of the different data links,
TADIL-A/B/C, ATDL-1, LINK-1, NATO air defense ground ele-

ment (NADGE), GBDL, and the joint tactica information distribu-
tion system (JTIDYS) are configured differently. Thisis partly due to
varying message formats that drive specific equipment require-

ments, as well as diverse methods of employment. Equipment that
could be used to support data links includes—

® Display Terminal. The display terminal is used by the operator
to manudly input information and commands into the
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transmitted data link, as well as to receive tactical information
from the recognized air picture.

® Sensor Input. Input from sensors, either automeaticaly in the
form of electronic data received from radars or manualy in the
form of intelligence reports, is critical for the development of the
recognized air picture.

® Tactical Data System (TDS). The tactica data system is the
computer system that supplies tactical digital information to net
participants, and retrieves and processes incoming tactical digi-
tal information received from net participants.

® Encryption Device. The encryption device provides secure
communications between dl users of the data link.

® Data Terminal Set (DTS). The DTS is designed as a
modul ator/demodulator and has two modes of operation: half-
duplex and full-duplex mode.

® Radio Systems. The radios are composed of transmitters and
receivers that provide point-to-point connectivity between
widely separated units in the net. Transmitter/receiver combina
tions that have interdependent functions are called transceivers.

® Coupler/Antenna Systems. The transceivers are connected to
antennas via couplers that match the radio frequency to the an-
tenna length. The antennas perform two functions, they receive
and transmit electromagnetic energy.

Link Characteristics and Architecture. Link characteristics and
architecture are interdependent. With each type of data link there
can be severa possbilities for link architecture. Link characteris-
tics, dong with the mission, threat, force composition, equipment
capabilities, and geographic limitations, will determine the link
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architecture. The operations taskings data link (OPTASK LINK)
defines the operating parameters for the data link. The OPTASK-
LINK is a normadly a classfied message containing pre-
coordinated link information that is published by the interface coor-

dination unit. This message will include—

® Period during which message is effective.
® Specid points used in the data link.

® Linktype.

® Designated net control station.

® Datarate.

® Participating unit cal sgns.

® Participating unit address.

® Track number blocks

® Filtering requirements

® Freguencies on which the net operates.

TADIL-A (Link-11) Interface

The purpose of TADIL-A isto exchange tactical datain rea time
between ship, aircraft and shore sites. This link has been used ex-
tensively by United States and NATO forces for over twenty
years.

Description. Link-11 messages provide navigationa data, surface
and sub-surface tracks, and operational orders. TADIL-A is an
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encrypted half-duplex system. This means that the users cannot
send and receive tactical data ssmultaneoudly. It can be used on ei-
ther HF single or dual side-band or UHF frequencies. Single side-
band is used to improve signas during periods of eectronic
interference, or to increase the range of the signal. There are two
datarates. Fast, which isthe most used data rate at 2250 bits per
second (bps), and a dow rate at 1364 bps. TADIL-A is available
within the US Navy, US Air Force, US Marine Corps, and US
Army.

US Naval Forces. The Navy utilizes TADIL-A in the naval tactical
data system (NTDS), anti-submarine warfare operation centers
(ASWOC), and fleet area control and survellance facility
(FACSFAC).

US Air Force. The US Air Force TADIL-A capable units are the
E-3 airborne warning and control system (AWACYS) aircraft, air
operations center (AOC), control and reporting center (CRC), and
control and reporting e ements (CRE).

US Marine Corps. The US Marine Corps TADIL-A capable units
arethe TAOC and the TACC.

US Army. The US Army is capable of processing TADIL-A with
missile minder, AN/TSQ-73, and the information coordination cen-
tral AN/MSQ-116.

Net Organization. The exchange of digital information by TADIL-
A is accomplished by participating units (PU)s configured in a net
under the control of a net control station (NCS). A net can be
composed of as few astwo PUs.
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Net Control Station. Each net has only one NCS since it is the
central controller for Link-11 activity. The primary considerations
for selecting a net control station are equipment and location.
Command relationship is not a factor in NCS assignment. The NCS
must have positive connectivity to al PUs on the net.

Participating Unit. A participating unit, or picket station, is a unit
operating in aLink-11 net in any mode of operation. The NCS con-
trols the order in which each PU is polled .

Net Operation. The net has five modes of operations—

® Net Synchronization. This mode establishes RF connectivity
between the net control station and the participating units by
transmitting continuous preamble frames.

® Net Test. Once radio connectivity is established, the net test
mode establishes positive connectivity between the data termi-
nal sets.

® Short Broadcast. This mode alows the NCS to send a single
data transmission to al net participants.

® Broadcast. Net Control Station broadcasts a continuous series
of short broadcasts to al net participants.

® Roll Call. Once initiated, the TADIL-A net usualy functions
automaticaly in this mode. TADIL-A operations involve the
NCS sequentially polling each of the PUs on the specified data
link frequency. When polled, that picket station will broadcast
the data resident in its system across the data link frequency.
The remaining PUs and the NCS will receive this data since
they are on the same data link frequency and should be within
radio range. The NCS will continue to sequentially interrogate
each of the PUs until each has had an opportunity to broadcast
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its data across the data link frequency. One complete cycle of
sequentia polling is termed a net cycle. The more PUs partici-
pating in the data link, the longer this net cycle will take. This

merits consideration in that net cycle time will impact the cur-

rency of the recognized air picture.

Employment Considerations

TADIL A employment considerations include distance, information
forwarding, and forwarding participating units.

Distance. The tactical separation between participating units may
prevent al PUs from recelving each others data. Because the
TADIL-A signd is omni-directiona, participating units may be con-
figured in any pattern in relation to a transmitting unit. However,
distance is a factor for TADIL-A nets. Normally, units that are
more than 300 miles gpart would have difficulty in receiving each
other's TADIL-A transmissions. For surface-to-air communica
tions, the UHF range can be as great as 150 miles, if there are no
obstructions and atmospheric conditions are good. An effective
TADIL-A net can be established by inserting an AWACS E-3 or
Navy E-2C as an NCS between the two separated units. This will
increase the likelihood of reception of each other's signals because
each will be transmitting more frequently in response to interroga
tion by the NCS.

Information Forwarding. TADIL-A does not provide for the auto-
matic forwarding of tactica data from one participating unit to an-
other. An AWACS can recelve tactical data from both a Navy ship
and a US Air Force CRC, as well as from its own sensor, but the
AWACS does not forward data obtained from either the Navy ship
or the US Air Force CRC. In other words, the AWACS could not
receive and combine the CRC's data with that from its own system
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and forward that to the E-2C. Each of these units can only receive
tactical data illuminated by the AWACS radar and from its own
source. They will receive each other's data only if frequency
propagation alows.

Forwarding Participating Units. The US Marine Corps TACC and
TAOC, aswell asthe US Air Force FACP/CRC, have been desig-
nated as forwarding participating units, or FPUs. These facilities
can receive TADIL-A and forward it into TADIL-B. Likewise,

they can forward TADIL-B to TADIL-A.

TADIL-B Interface

Description. TADIL-B, Link-11B, is a full-duplex, point-to-point,
encrypted system for the simultaneous exchange of tactica data
between two TADIL-B capable units at a rate of 600, 1200, 2400
bps. TADIL-B messages provide navigational data, surface and
sub-surface tracks, and operational orders. It may use VHF, UHF,
SHF, and ground mobile force-satellite communications (GMF-
SATCOMM) multichannd radio systems. Additionaly, TADIL-B
can aso be exchanged over wire. TADIL-B is used by the US Air
Force, Army, and Marine Corps.

US Army. Thefollowing pieces of equipment provide US Army air
defense units with TADIL-B access with adaptable surface inter-
faceterminal (ASIT) AN/TSC-110 (V)2 and Missle Minder.

US Air Force. A typical point-to-point interface connection is
exemplified by a TADIL-B link between an US Marine Corps
TACC and an US Air Force CRC. US Air Force TADIL-B capa-
ble equipment include the MPC and ASIT, used primarily to for-
ward TADIL-A/J from an AWACS to surface subscribers.
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US Marine Corps. The US Marine Corps units with TADIL-B ca-
pability are the TACC, TAOC, and MATCD.

Net Organization. The TADIL-B network can be configured to
include severa agencies. Since TADIL-B is point-to-point, thereis
no requirement for an NCS. Participants on a TADIL-B network
are caled reporting units (RUs). Each RU is directly interfaced
with the RU it is linked with. Some RUs are capable of linking with
severa others smultaneously. Those units that can redistribute the
information received from one RU to another RU are called for-
warding reporting units.

TADIL-C Interface

TADIL-C (link-4A) is a multipurpose data link that was originaly
designed to replace voice communications for the control of air-
craft. Link-4A has been extensively used by United States and
NATO for over 30 years.

Description. TADIL-C is referred to as Link-4A by NATO and
US Armed Forces. It is an unencrypted, computer-to-computer
digital information link that operates in the UHF frequency range at
5000 bps. The TADIL-C link is between a controlling unit and a
controlled tactica aircraft. TADIL-C is a valuable means for pro-
viding radar track correlated symbology both up to the aircraft and,
in the case of two-way transmissions, back down to the controlling
agency. TADIL-C commands can be used in lieu of voice during
intercept control increasing the survivability in an EMCON restric-
tive environment.

Net Organization. The organizationa structure for a TADIL-C
link exists between control units and units being controlled.
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Control Units. TADIL-C surface control units include Navy air-
craft carriers, cruisers, amphibious command ships, and amphibious
assault ships that are capable of both one and two-way data flow.
Airborne TADIL-C control units include the Navy's E-2C
Hawkeye and US Air Force E-3 AWACS aircraft, which is only
capable of one-way TADIL-C. The US Marine Corps TAOC uses
the TADIL-C for both one-way and two-way links.

Controlled Units. Link-4A controlled units are aircraft that can
participate in the link in either one or two-way communicetions.
These units include the F-14, F/A-18, A-6, EA-6B, and S-3.

Net Operation. The type of communications used is usualy de-
pendent on the nature of the mission and the type of aircraft as-
signed to the mission.

One-Way Communications. For some missions, such asair strikes,
one-way capable strike aircraft are assigned. Aircraft that are ca-
pable of one-way communications over Link-4A include the A-6
Intruder, the EA-6B Prowler, and the S-3 Viking.

Two-Way Communications. Air intercept aircraft assigned to
combat air patrols normally use two-way TADIL-C communica
tions. In this ingtance, the flight lead's address is entered into the
control system and the data link is maintained only with the flight
lead. The F/A-I8 and F-14 arcraft are capable of two-way
communications over Link-4A.

Data Distribution. Digtribution of data is made on a point-to-point
basis at a rate of 5,000 bps. Each controlled aircraft has a unique
address.
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NADGE (NATO Air Defense Ground Environment)

Link-1 Interface

Description. The ACE must be able to interface with NATO com-
mand and control nodes to fully exploit combined capabilities. The
primary medium for this interface isthe NATO air defense ground
environment (NADGE) system. The TAOC and the TACC are
Link-1 capable agencies but can only operate one Link-1 data link
at atime. The US Air Force forward air control party and CRC
can aso participate in the NADGE system.

Net Organization. The NADGE system in NATO is composed of

numerous sites called Control and Reporting Centers (CRCs), Sec-
tor Operations Centers, and Regiona Operations Centers. They
are hardened or semi-hardened fixed sites, usudly large buildings or
bunkers. Combined, they provide a comprehensive surveillance
coverage and command and control capability from Turkey to Nor-
way. NADGE is a full duplex, point-to-point, non-encrypted sys-

tem. Although smilar to TADIL-B, Link-1 has sgnificant
differences in link parameter establishment and initidization
requirements.

Army Tactical Data Link-1 (ATDL-1) Interface

Description. ATDL-1 is used by both the US Nationa Guard and
US Marine Corps. Like TADIL-B, ATDL-1 is a computer-to-
computer, full-duplex, secure system that permits the smultaneous
sending and receiving of data. It is used exclusively to process sur-
veillance and fire control information to Hawk and Patriot surface-
to-air missiles. The US Marine Corps equipment that uses ATDL-1
is the AN/MSW-121 in the Hawk BCP, that interfaces with the
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tactical air operations module (TAOM) at either the TAOC or
EWI/C. US National Guard ATDL-1 capable equipment includes
the ASIT and Missile Minder.

Net Organization. Since thisis a point-to-point data link it oper-
atessimilarly to TADIL-B. Similarly, there is no requirement for an
NCS. A participant RU on an ATDL-1 network is directly inter-
faced with the RU it is linked with. Some RUs are capable of link-
ing with several others smultaneoudy. Other units may exist to
redistribute the information received from one RU to another.
These units are cdled forwarding reporting units.

Ground Based Data Link (GBDL) Interface

Description. The GBDL isasimplex or half-duplex digital datalink
used by air defense units. The link enhances the combat effective-
ness of remotely emplaced LAAD gunners by providing them with
a low-to-medium dltitude air picture and wespons cueing. Addi-
tionally, GBDL enables remote engagement section and continuous
wave sensor acquisition section operations with a Hawk firing pla-
toon. Currently, only two units within the US Department of De-
fense use GBDL: the TMD Det and LAAD battalion.

Net Configuration

Continuous Wave Acquisition Radar (CWAR)/Continuous Wave
Sensor Acquisition Section (CWSAS). This configuration con-
sists of a standard phase 111 Hawk CWAR that is integrated with
an RTU and an AN/PRC-117A for the purpose of providing low
dtitude surveillance of the battlespace. The air picture generated
by the CWSAS is broadcast over the GBDL and received by any
LAAD or Hawk unit that is tuned to the CWAR freguency. In ad-
dition to the distribution of ar-picture data, the CWSAS is capable
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of transmitting engagement commands to specific sites or al sites
via keystroke commands at the RTU. This capability is not likely to
be used due to rules of engagement constraints.

Tactical Defense Alert Radar (TDAR) Cueing. This configuration is
comprised of a TDAR that is integrated with a microcomputer and
a VHF-FM manpack transceiver for the purpose of providing
short-range surveillance of the battlespace. The air picture gener-
ated by the TDAR is broadcast over the GBDL and received by
any LAAD or Hawk unit tuned to the TDAR frequency. Engage-
ment command capabilities are not supported because friendly or
unknown contacts cannot be symbolized in this configuration.

Battery Command Post Cueing. Using a phase Il Hawk BCP

and associated equipment, the Hawk unit can provide cueing for a
remote engagement section or for LAAD units. This is accom-
plished by interfacing the automatic data processor (ADP) in the
BCP with a microcomputer that then broadcasts the air picture
over the GBDL.

Combined Data Link Operations. The phase |I1 BCP is capable

of fusng information received from an ATDL-1 circuit with a
GBDL from a CWSAS into one data link. The information pro-
duced can then be transmitted over a second GBDL to LAAD or
Hawk units requiring cueing.

TADIL-J Interface

TADIL-J exchanges real-time tactical data and represents a sig-
nificant improvement over older systems. These new capabilities
result from the ability of the system to distribute information at high
rates, be encrypted to provide security, and be sufficiently jam-
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ressant to yield high rdiability in a hogile eectromagnetic
environment.

Description. A new data link format, TADIL-J or Link-16, exists
within the joint tectica information distribution system (JTIDS).
Link-16 was designed to provide for the real-time exchange of a
wide variety of tactical information among a large number of
users/agencies. The data link has several names and acronyms, so
it is best to understand these before continuing. JTIDS is the com-
munications component of Link-16, that contains the termina soft-
ware, hardware, RF equipment and the RF transmissions. JTIDS is
an advanced radio system that provides information distribution, po-
stion location and identification capabilities in an integrated form
for application to joint tactical military operations. TADIL JLink-16
uses JTIDS to provide the high capacity, secure, jam resistant data
link.

Operational Use. The US Air Force, Army, Navy, and US Marine
Corps use TADIL-J in their operations. Although Marine partici-
pation is limited, TADIL-A will forward to TADIL-J. Unfortu-
nately, TADIL-J does not forward to TADIL-A. Additionaly,
severa NATO countries such as Great Britain, France, Italy, Spain,
and Germany are determining their needs to participate in Link-16.

US Air Force. US Air Force TADIL-J capable platforms are the—
* E-3AWACS

® E-8JSTARS

® AN/TSC-110(V)2 ASIT

® RC-135Rivet Joint

* F15Eagle
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e ABCCCIII

US Army. The US Army's connectivity to TADIL-Jisthrough ele-
ments of the Forward Area Air Defense (FAAD)
Command/Control/Intelligence (C2I) system of ground and airborne
sensors.  The Army's capability to use TADIL-J information is
through ASIT equipped air defense artillery units.

US Navy. The US Navy's connectivity to TADIL-J includes the—
® 14 Tomcat

® Aircraft Carriers

® Guided Missile Cruisers

® Guided Missile Destroyers
® E-2C Hawkeye

US Marine Corps. The US Marine Corps will gain a JTIDS capa-
bility from three systems—

® Shelterized JTIDS System (SJS). The Marine Corps has
fielded the SIS for an interim IIMS and TADIL-J capability.
The SJS trand ates between the tactical data M-Series TADIL-
B standard messages, TADIL-J series standard messages, and
[IMS messages. The system consists of an Army class 2 termi-
na in a S-250 shelter that will be connected to a TAOM by
TADIL-B link via 26 pair cable. The SIS will be replaced with
the AN/TY Q-82.

® Tactical Data Communications Processor (AN/TYQ-82). The
AN/TYQ-82 is a vehicle mounted shelter in which a class 2H
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terminal to be remoted from the AN/TYQ-82 viaa TRI-TAC
communication link. AN/TY Q-82 may also be deployed as a
stand-alone relay platform. The AN/TY Q-82 receives tactica
data from its host and tranamits this data to al units on the
TADIL-J network. In return, it provides TADIL-J messages

received from the TADIL-J network to the host system. This
system will be fielded by the TAOC and TACC.

® Multifunction Information Distribution System (MIDS) Termi-
nal. The F/A-18 aircraft will receive a MIDS termina in the
future.

Net Organization. Link-16 isthe C4l support system of data bases
and combat data systems necessary to generate, transmit, receive,
and process TADIL-J messages and digital voice traffic. TADIL-

Jisthe host system software component of Link-16. It isimportant

to understand some basic operating characteristics of
JTIDSTADIL-J since Marine units will now have to interface with
link configurations that include TADIL-J as a component.

Nodeless. Unlike TADIL-A, Link-16 does not require a net control
station for the net to operate. Each participant is assigned time
dots. The link will function regardless of the participation of any
particular agency or unit.

Participants. The system is designed to alow assigned net partici-
pants transmission and reception time-slots according to tactica
need.

Improvements. The most significant improvement Link-16 brings to
command and control is the ability to report two to three times
more tactical information than currently provided by Link-11.
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Net Operation

Background. JTIDS/TADIL-J operates in a fast frequency hop-
ping, jam resistant, cryptographic secure digita data and voice
mode, employing line of sght UHF (960-1215 MHZz) propagation
and the time divison multiple access (TDMA) architecture. The
TDMA structure provides a system where there are 128 possible

nets, each having 98,304 time dots per 12.8 minute epoch. Each
JTIDS termina can be initidized to access different nets to com-

municate with other groups of users. Each time dot can be as-

signed to a specific user for transmitting or receiving data. A single
termina can either transmit or receive on a single given time dot,
but not both.

Stacked Nets. Time dots are stacked into multiple nets by assign-
ing a different frequency hopping pattern to each time dot.

Network Participation Group (NPG). The NPG is defined by it's
function and the types of messages to be transmitted, thus support-
ing operational communications needs. Typicd network participa
tion groups are—

® Surveillance

® Misson Management
® Wegpons Coordination
® Air Control

® Fighter-to-Fighter

® \/oice
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Frequency Hopping. Freguency hopping occurs at the rate of
77,000 hops per second. The transceiver for a JTIDS system is
congtantly shifting from a transmitting to a receiving mode over 51

frequencies. A JTIDS radio cannot send or receive on two sepa

rate nets smultaneoudly.



Appendix B

Communications Operations Brief

The communications operations brief is designed to incorporate dl
levels of communications planning within the Marine aircraft wing.
It provides the communications planner with information that should
be contained in the annex K of the operations order. The format
brief list is designed to be an initid source document used by the
communications planner as a checklist to prepare an Annex K.
Once the information for each section is determined, it becomes a
standardized format for briefing the commander. Upon receipt of
an annex K, the brief can be used to review the communications
plan to ensure that no essential eements have been omitted.

The communications operations brief format is provided in outline
form. A discussion of the intent of each paragraph follows the
outline.

COMMUNICATIONS OPERATIONS BRIEF FORMAT
[ GENERAL SITUATION
® Enemy Forces
Ground forces digposition
Enemy capability to target communications

Electronic warfare (EW) threat
-- Electronic attack (EA) capabilities
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-- Electronic support (ES) capabilities
Specid operations/terrorist threat
® Friendly Forces
Commander's Intent
Airfield locations
C? agency capabilities, limitations and locations
Communications needlines

Critical information and information flow requirements

1 COMMUNICATIONSMISSION

® Overdl communications mission
® Tasks and responsihilities of supporting units
[J COMMUNICATIONSSITUATION ANALYSIS
® Terrain and weather analysis
|dentify retransmission locations
Identify remote sites
®  Communicetions personnel/equipment availability
® Propagation studies (SPEED/JSC/PROPHET)
® Host-nation liaison/support

® Connectivity with ATF (as required)
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¢ Joint/Combined interoperability issues

® Anticipated problem areas

[ COMMUNICATIONSSYSTEM ARCHITECTURE

® Single channel radio
Connectivity
Restoration priorities
Lost communications procedures
® Multiplexed radio
Connectivity and aternate routing
Circuit channelization
Circuit priorities (link and individua circuits)
System integration
® Telephone
TASS connectivity
Compatibility issues
Regtoration priorities
Integration with multiplexed radio systems
® Message traffic processing

Message center locations
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SCIF locetions
M essage submission/release/pickup procedures
Messenger service requirements

® Deployed local area networ k/Deployed wide ar ea networ k
(DLAN/DWAN)

Connectivity

Equipment configurations/deficiencies

Network capabilities/requirements to support operations
Integration of LAN and message centers

Message submission/rel ease procedures

Assignment of addresses/network access

[ COMMUNICATIONSSECURITY

® CMS softwar e/hardware
Crypto systems
Effective keysfor crypto systems (CM S callout)
Effective editions/crypto change times
Hardware/software availability
Anticipated deficiencies

® EMCON plan
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® Code words (as required)

*  MIJl/Beadwindow/Gingerbread procedures
1 LOGISTICY MAINTENANCE

® | ogistics support locations/procedures

® Maintenance support locations/procedures

[ SPECIAL INSTRUCTIONS

® Communicationsto support intelligence
Connectivity
Troubleshooting/restoration priorities

® Communicationsto support ATO distribution
Primary distribution
Alternate distribution
Critical agenciesin ATO digtribution

® Communicationsfor MEDEVAC/SAR operations

® Communications to support special systems (eqg.,
CTAPS, TCO, IAS)

Connectivity

Troubleshooting/restoration priorities
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DISCUSSION OF INDIVIDUAL PARAGRAPHS

General Situation

Enemy Forces. The enemy stuation will have an effect on the

employment of communications during an operation. Aspects of the
enemy Stuation that are significant to the communications planner
are discussed below.

Ground Forces Disposition. The disposition of enemy ground
forces is sgnificant to the communications planner, especialy in the
area of electronic warfare. The communication planner must as-
sume that the enemy has signa intelligence (SIGINT) and elec-
tronic warfare (EW) capabilities that will affect friendly
communications.

Enemy Capability to Target Communications. Thisareain-
cludes not only the use of SIGINT/EW capabilities, but the use of
weapons systems to locate, target and destroy or disrupt friendly
communications means and facilities.

Electronic Warfare Threat. The communications planner must
emphasize—

® Congant gpplication of communications security principles to
counter threat electronic attack efforts (e.g., remoting of trans-
mitting equipment and antennas, use of messenger service, de-
sign of alternate communications means).

® Training in procedures to identify the use of electronic support
assets againgt friendly communications, and minimizing the ef-
fectiveness of such efforts.
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Special Operations/Terrorist Threat. The communications
planner must be aware of the vulnerability the communications sys-
tem presents to enemy special operations or terrorist forces and act
to minimize the threat.

Friendly Forces

Commander's Intent. This is a statement, in concise form, of
what the commander intends to accomplish during the operation.

Airfield Locations. Sincethe mgjority of ACE assets will belo-
cated at or near friendly airfieds, this is frequently a determining
factor in communication requirements.

C3 Agencies' Locations, Capabilities and Limitations.
The locations of the C3 agencies is important in designing the com-
munications system. All MACCS agencies must have some type of
communications connectivity for the command and control system
to function properly. This includes any joint, combined, or host-
nation C3 agencies.

Communications Needlines. This is a statement of who at
the various ACE commands/agencies requires communications, the
routing of their communications, and the basic priority of their com-
munications needs.

Critical Information and Information Flow Requirements.

Based on the mission and the commander's intent, critical (mission
essentia) information and where it needs to go should be identified

for various phases of the operation. This aids in anticipating chang-

ing operationd priorities and providing more responsive
communications.
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Communications Mission

Overall Communications Mission. This is a concise state-
ment outlining, in general, what the communications system is
tasked to accomplish.

Tasks and Responsibilities of Supporting Units. Sdf
explanatory.

Communications Situation Analysis

A detailed andlysis is required after the receipt of the mission to
determine the manner in which it will be accomplished and identify
factors impacting on communications.

Brief Results of Terrain and Weather Analysis. Thisisthe
first step of any communications planning process and is the result
of ground reconnaissance, map study, review of surveillance data
available, and meteorologica data. During this step, remote and re-
transmission sites are tentatively identified.

Communications Personnel and Equipment Availability.
Sdf explanatory.

Results of Propagation Studies (e.g., SPEED, JSC,
PROPHET). These studies indicate optimum frequencies for use
in the area of operations.

Host-Nation Support/Liaison. ldentify assets available from
the host-nation to support the communications system and the
points of contact with the host-nation.
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Connectivity with the ATF (as required). In amphibious op-
erations, connectivity with the ATF must be maintained. This sec-

tion details this process.
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Joint/Combined Interoperability Issues. Any issues pertain-
ing to the compatibility and connectivity of the communications sys-
tems of the ACE and joint or combined C3 agencies should be
addressed.

Anticipated Problem Areas. Sdf explanatory.

Communications System Architecture

This is a description of how the communication system will be in-
stalled and connected, both physically and electronicaly.

Single Channel Radio. The single channel radio system is de-
scribed in terms of connectivity, priority of circuit activation and
restoration, and lost communications procedures.

Multiplexed Radio. The multichannel radio system is described
in terms of connectivity, priority of circuit activation and restoration,
and lost communications procedures. This is briefed for both the
multiplexed links and the individud circuits on the links, as neces-
sary. Complete system integration should be emphasized.

Telephone. The tactica automated switching system (TASS) is
described in terms of connectivity, compatibility issues, priority of
circuit activation and restoration, and integration of the switching
and multiplexed radio systems.

Message Traffic Processing. The message traffic system is
described in terms of message center/communications center loca-

tions, SCIF locations (as necessary), procedures for message sub-
mission, release and pickup, and messenger service requirements.
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Deployed Local Area Network/Deployed Wide Area Net-
work (DLAN/DWAN). The DLAN/DWAN system is described in
terms of connectivity, configurations and deficiencies in equipment.
Also considered are network capabilities, network requirements to
support tactical operations, integration of the DLAN and message
center services, procedures for the submission and release of mes-
sages, and access procedures and assignment of addresses.

Communications Security

This involves the measures taken to deny the enemy information
derived from anayss of the communications system. Continuous
emphasis must be placed on COMSEC throughout all phases of an
operation. Issues that should be discussed are—

® CMSIssues. Thisareacoversissues such as what crypto sys-
tems will be used and the crypto keys that are effective for
them as directed in the CMS cdlout, the effective key editions,
segments and change times (HJ), the availability of CMS hard-
ware and software, and any identified deficienciesin this area.

® EMCON. The overadl EMCON plan as it exists should be
briefed with an emphasis on how the communications system is
integrated into EMCON and the procedures for executing EM-
CON actions.

® Code Waords. Any codewords should be briefed for recognition
to enhance responsiveness.

®* MIJI/Beadwindow/Gingerbread Procedures. Those proce-
dures developed to counter enemy electronic attack efforts and
prevent the passing of EEFIs over unsecured circuits.

Logistics/Maintenance
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The brief should include the locations of logistic support and main-
tenance support activities and any procedures established for the
request and utilization of that support.
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Special Instructions (as required)

This area encompasses any items that require additional emphasis
or specific instructions in order to ensure execution.

Communications to Support Intelligence. Thisincludes any
specia connectivity or communications architecture necessary to
support the intelligence efforts of the MAGTF and their circuit res-
toration priorities.

Communications to Support ATO Distribution. The ATO
is the primary order for the execution of daily operations of the

ACE. Thetimely digtribution of the ATO isvital to mission accom-

plishment. Both primary and dternate means of ATO distribution
should be briefed. The critica agencies in the ATO distribution
chain should be identified.

Communications for MEDEVAC/SAR Operations. Any
specific MEDEVAC or SAR communications procedures and spe-
cial requirements should be identified in this area

Communications to Support Special System. This section
covers any specia connectivity requirements needed to support the
integration of special systems (e.g., CTAPS, TCO, IAYS) into the
MACCS.
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(reverse blank)



Appendix C

Communications Planning Support
Tools

This appendix describes various planning tools that can be used to
assist in the design of a communications architecture.

System Planning Engineering and Evaluation Device
(SPEED)

SPEED is a combination of hardware and software that together
supports the Marine Corps tactica communications system plan-
ning, engineering and evaluation processes. The portable, stand
alone system provides the capability to plan a tactica communica
tions system and maximize the utility of that system by providing
the means to evaluate system performance prior to instalation.
Software is distributed as a removable 200 megabyte hard disks
and will support the following functions—

® Radio path profiling and area coverage andysis
® High frequency propagation andysis

® Pogtion location reporting system network planning (line-of-
sight and position location information studies)

® Unit leve circuit switch (ULCS) network planning
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SPEED & so serves as the platform for the revised battlefield elec-
tronic communication-electronics operating instruction system
(RBECS), which is the software required to operate single channel
ground and airborne radio system (SINCGARS) radios in a fre-
quency hopping mode. SPEED software is being fielded with the
AN/UYK-85A microcomputer or the Marine common hardware
site (MCHS) class C lightweight tactical computer. Included in the
software package is a database of the technical profiles of Marine
Corps and selected DOD communications-electronics equipment,
and a set of defense mapping agency digital terrain maps.

Revised Battlefield Electronic Communications-
Electronic Operating Instruction System

The RBECS software is designed to provide the spectrum manager
with the capability to assign limited frequency resources, generate
required spectrum management outputs (e.g., CEOI/SOI, spectrum
management variables to support SINCGARS, and other
JCEOIS/CEOIFSOIs to support tactical communications-
electronics systems) and distribute these outputs to subordinate or-

ganizational elements.

Tactical Network Analysis and Planning System
(TNAPS)

TNAPS is a computer-based desktop system planning and system
control tool that asssts the planner with building an
exercise/operation database, and with producing a series of output
reports describing the resulting networks and equipment configura

tions. The system controller can use this database, with program
support, to monitor and manage in-place communications. TNAPS
alows tactica communications planning and control at two levels:

the network level and nodal/equipment level. Network
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planners/controllers are responsible for planning and managing the
overall network. Nodal planners/controllers plan and manage a
complete database for equipment within the node and generate all
necessary worksheets and crew assignment sheets. Some of the
functions of TNAPS are as follows—

® Exercise database control

® Subscriber database control

® Sitesand inventory control

® Circuit switch network development

® Circuit switch graphics

® Message switch network development
® Transmission network development

® Transmission graphics

® COMSEC database control

® System control

® Reports

Mobile Oceanography Support System (MOSS)

The Mobile Oceanography Support System is located within the
weather section of the Marine wing support squadron. MOSS is a
rapid-response, on-scene environmental prediction system used to
quickly determine the effects of the environment on sensors, plat-
forms, and weapon systems. Locally collected meteorologica
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information is used to prepare analyses of present atmospheric and
electromagnetic (EM) propagation conditions. All MOSS products
are provided within a time frame consistent with the vdidity of the
data and their practical potentia for tactical exploitation. The analy-
ses and the predictions are based on on-scene data, historical data,
threat characteristics, and weapon/sensor characteristics. MOSS
provides the most valid performance predictions when current de-
tails are available covering the area of interest, but it can provide
best-guess predictions using data stored in the database.

Functions of MOSS

Environmental Data Assimilation. MOSS accepts locally acquired
environmental data from various sources, catalogs the information,
processes the data, then writes the data to available files for use by
other functions. Data entered includes operator-entered surface,
radiosonde, and refractivity data. This function aso has the capabil-
ity to check the qudlity of the environmental datain order to maxi-
mize the validity of the gpplication module results.

Environmental Analysis. Generates analyses of existing environ-
mental conditions affecting air and surface operations. These
analyses are provided by atmospheric analysis and meteorol ogical
application programs. The analyzed data is presented in the form of
graphic and tabular displays that can be hard copied and used for
performance predictions.

Sensor/Detection Range/Coverage Prediction. Computes EM
sensor range predictions based on meteorologica environmental
profiles. Output is used for detection and counter-detection of
friendly and threat platforms. Force and threat platforms/sensor
data base parameters can be used or modified for producing range
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predictions. Output is provided in either spreadsheet, graphical, or
tabular format.

Data File General and Maintenance. Provides the capability to
create, maintain, and/or delete data files. Some of the data files are
permanent in nature and are provided by shore-based sites. These
include wespon/sensor system characteristics, climatologica data,
etc. These files are maintained and used for long periods of time
and are changed only when updates are received from the soft-
ware support activity. Other files are created by the operator based
on locdly available information (e.g., nonstandard weapon/sensor
or platform characteristics). Still other files are transitory in nature
due to the perishable nature of the data they contain (e.g., amos-
pheric and refractivity datafiles). Implicit in this function is the ca-
pability to ensure the integrity of the data files and to provide
adequate safeguards to any classified datain the files.

MOSS Electromagnetic Propagation Products

Electromagnetic Coverage Diagram (COVER). The COVER pro-
gram provides a display of radar detection or communication
coverage in the vertical plane. COVER is used to determine how a
chosen EM system will perform, under specified atmospheric con-
ditions, in detecting or communicating with a given target or
receiver.

The primary use of the coverage display is for long-range air-
search, surface-based, or airborne radars, and surface-to-air or air-
to-air communications systems. Secondary use of the coverage dis-
play can take the form of stationing aircraft for attack, ECM, and
AEW missions, derting surface units to holes in radar coverage
against attacking aircraft or missiles, hardware performance as-
sessment, and target detection and identification.
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The coverage display should not be used for applications involving
surface-based or airborne surface-search radars employed against
ground targets, or for most types of gun or missile fire-control
radars.

Electromagnetic Path-Loss (LOSS). The LOSS program provides
adisplay of one-way path loss vs. range, or path loss for ES inter-
cept vs. range. LOSS is used to assess the performance of user-
specified EM systems under given atmospheric conditions. Path
loss versus range is displayed with the system's path-loss thresh-
olds, dlowing the deerminaion of maximum detection,
communication, or intercept range.

The path-loss versus range display is used primarily for long-range
air-search, surface-based or airborne radars. It can also be used to
determine the intercept range of aradar or communications system
by an ES receiver, and for surface-to-air or air-to-air communica-
tions systems. Secondary use of the path-loss versus range display
is appropriate in every situation where a coverage diagram may be
employed. In fact, the path-loss versus range display may be
thought of as a horizonta dice of the coverage display. The path-
loss versus range display should not be used for most types of gun
or missile fire-control radar.

Electronic Counter Measure (ECM) Effectiveness Display. The
ECM program provides a measurement of airborne jammer effec-
tiveness against surface-based (victim) radars. The program can
determine the optimum locations and flight paths of attack and tac-
tical jamming aircraft by evauating the effectiveness of a jamming
device against a victim radar under given atmospheric conditions.
Combat mission planners use this program to determine optimum
radar placement. The ECM display can be used in determining the
optimum placement of systems designed to jam surface-based
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radars. However, the ECM display can only evaluate effectiveness
on surface- based victim radars.

Platform Vulnerability (PV). The PV program provides vul nerabil -
ity estimates of various emitters to a specified ES system under
varying environmental conditions. This estimate is expressed as the
maximum intercept range for each emitter. The PV program can
be used in determining intercept ranges for surface-to-air, air-to-air,
and air-to-surface emitters. The program is limited by a maximum
intercept range output of 1000 km (541 nm).

Joint Spectrum Center (JSC)

Formerly the electromagnetic compatibility analysis center
(ECAC), the JSC is a government-owned, contractor-operated
center whose purpose is to provide advice and assistance on elec-
tromagnetic compatibility (EMC) matters to the secretary of de-
fense, the joint chiefs of <taff, the military Services, DOD
components, and other departments of the US government.

Organization. The JSCisajoint DOD agency that receives pol-
icy guidance and program direction from the Chairman of the Joint
Chiefs of Staff, and the Assistant Secretary of Defense for C3I or
their designees. A military director, provided by the USAF, over-
sees the entire JSC operation with four deputy directors from each
of the military Services. The JSC draws upon the expertise of the
engineering support service contractor (ESSC) to execute the EMC
effort needed to support JSC sponsors.

Capabilities

Staff. JSC's staff is considered to be its most important asset. The
government and ESSC staffs use their extensive EMC experience,
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knowledge of JSC's databases, and analysis capabilities to provide
products that meet each sponsor's needs. The ESSC staff consists
of experienced EMC engineers and system anaysts, spectrum
planners, frequency managers, military operations specialists, com-
puter programmers, data management specialists, and measure-
ment technicians.

Databases. JSC maintains an extensive database resource to sup-
port DOD EMC analyses. This essential and unique resource con-
tains the following databases—

® Background Environmental Database. This database contains
automated and non-automated records of the electromagnetic
environment of military and registered civilian communications-
€l ectronics operations worldwide.

® Equipment Characteristics Database. The equipment charac-
teristics database contains over 80,000 records of basic techni-
cad  characteristics of militay and  commercid
communications-el ectronics systems.

® Frequency Resource Record System (FRRS) Database. The
FRRS contains more than 180,000 DOD frequency-assignment
records. Each record includes administrative and technical data
such as the type of assignment, the assigned frequency, organ-
izationa information, and the equipment locations.

® Tactical Database (TACDB). The TACDB contains data on
C-E configuration of military units and platforms, commercia
aircraft and ships.

® Space Systems Database. The JSC space system database
contains C-E characteristics of radio frequency equipment asso-
ciated with space systems to include parameters for orbiting
spacecraft.
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Electro-Optical Database. JSC is compiling both US and
friendly country electro-optics systems characteristics in the
electronic warfare integrated reprogramming format.

Topographic Database. This JSC database contains digitized
terrain-elevation data, obtained monthly for the DMA. Current
coverage includes al of CONUS, Europe, the Middle East, Asa
and portions of Canada, Africa and South America.

Analysis Models. JSC maintains more than 150 automated models,
augmented by a comprehensive collection of manua techniques,
that can be used to analyze antennas, propagation, transmitters, and
receivers. Access to these analysis models, coupled with access to
the database resources, enables JSC engineers to perform EMC
anayses on most C-E systems. The following models can be
provided—

Antenna models

Transmitter models
Propagation models

Freguency assignment models
Receiver models
Environmenta analysis models
Co-dte analysis models
Electro-optica anadysis modds
Coverage contour models

Radar analysis models
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® ATC, IFF, NAVAIDS models

® Space spectrum analysis models

Requesting Support. To obtain EMC support, call or write—

JSC

120 Worthington Basin

Anngpolis, MD 21402-5064

(410) 293-2457

FAX : (410) 293-2631, DSN 281-2631
Secure FAX (410) 293-2209, DSN 281-2631
Marine Corps Deputy Director (JSC/CM)
DSN 281-2555

(410) 293-2555

(reverse blank)



Appendix D

Communications Architecture

This appendix details a notional communications architecture that
could be employed in the ACE. Figure D-1 depicts the ACE multi-
channel backbone connectivity. The mgjor links between agencies
are numbered. Figures D-2 through D-7 are circuit diagrams de-
scribing the numbered links.

JFACC MAG-FW

N
_©
MAG-
TF{y',UO’ \@ ( {MRCI 6b !MRC-lAZ
§ 3’ - 3b

MEF - m%m, ACEH TACC

Lo
3a -

TSC 93 3 R ':_7‘0'
,\

Figure D-1. ACE Multichannel Backbone Connectivity
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TTC-42 18 CH DTG
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Figure D-2. TACC to TAOC Connectivity (Link #1)

Note: As planning factors, use a maximum distance of 120 miles
and a maximum throughput of 4608 kbps for a TRC-170; 30 miles
and 864 kbps for a MRC-142; and unlimited mileage and 576 kbps
for a TSC-85/93.
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Figure D-2 (Cont). TACC to TAOC Connectivity (Link

#1)
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Figure D-3. TAOC to EW/C Connectivity (Link #2)
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Figure D-3 (Cont). TAOC to EW/C Connectivity (Link

#2)
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18 Ch DTG
Backup SIPRNET J
Backup NIPRNET

wee| MSC-63

TSC-85

9 Ch DTG

Figure D-4. MEF to ACE Connectivity (Link #3a/b)

Note: The link from MEF to ACE (link 33) is the responsibility of
the communi cations battalion and depending on terrain and distance
will be either SATCOM (TSC-85/93) or terrestridl MUX



MACCS Communications Handbook D-7

TRC-170

0
LRI L II|I
5
2
H Pz
o5
3o =
I8 2

18 Ch DTG

Backup SIPRNET
Backup NIPRNET

TECHCON

TSQ-B4/215
-42

&

l

GM

Figure D-4 (Cont). MEF to ACE Connectivity (Link

#3a/b)

(TRC-170). If possible, MWCS would install a secondary TRC-170
(link 3b) in order to provide redundancy and increased bandwidth.
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TRC-170s are preferred due to the increased bandwidth they pro-
vide. SATCOM links are restricted by satellite availability and total
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TSQ-111

[TA-838
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=21 TYC-39

9 Ch DTG

throughput.
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Figure D-5. JFACC to TACC Connectivity (Link #4)
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Figure D-5 (Cont). JFACC to TACC Connectivity (Link

#4)
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TEQHCON
TRC-170 4 , TSQER4/215

TECHCON Hot G C E

T TTC42

Figure D-6. TACC to DASC Connectivity (Link #5)

Note: The TACC to DASC link is situationally dependent. If per-
mitted by location and concept of operations, MWCS would estab-
lish alink from the TACC to the DASC or from any other MACCS
agency within TRC-170 range. The DASC isnormaly
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Figure D-6 (Cont). TACC to DASC Connectivity (Link

#5)
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located with the GCE's senior fire support coordination center. The
TACC to DASC connectivity then provides a redundant link from
ACE to GCE or MEF to GCE.
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Figure D-7. TACC to MAG Connectivity (Link #6a/b)

Note: Multichannel connectivity in support of VMU is the responsi-
bility of the Marine wing communications squadron. This support
could include up to six remote receiving teams (RRT).
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Figure D-7 (Cont). TACC to MAG Connectivity (Link

6a/b)

(reverse blank)



Appendix E

Glossary

SECTION I. ACRONYMS.

AAl antiair intelligence (net)
AAU anaog appliqué unit
ACE .. aviation combat element
ALTU oo anaog loop termind unit
AO area of operations
ASC(A) oo assault support coordinator (airborne)
ASIT o adaptable surface interface terminal
AT C air traffic control
ATDL ..o Army tactical datalink
ATF amphibious task force
ATO air tasking order
AUl attachment unit interface
AVOW .. analog voice orderwire
AWACS ...l airborne warning and control system
BCP battery command post
BIT o built in test
BPS bits per second
G command and control
ca .. command, control, communications, computers, and

...................................................... intelligence
CBS . common battery signaling
CE . communications-electronics
CE command element

CEOI .......... communi cations-€l ectronics operating instructions
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ClID .o combat information/detection (net)
CLD o critical low density
CLF . commander, landing force
CPS . COMSEC parent switch
CPX command post exercise
COMMCON ... communications control
COMSEC ... communications security
COVER ......ccoiiiiiin, el ectromagnetic coverage diagram
CRC . control and reporting center
CRE ... .. control and reporting element
CSS COM SEC subordinate switch
CTAPS .......... contingency theater automated planning system
CWAR ... continuous wave acquisition radar
CWSAS .............. continuous wave Sensor acquisition section
DAS direct access service
DASC .. direct air support center
DASC(A) ..oiiiiiiiiiien direct air support center (airborne)
DCE ... data communication equipment
DGM data group modem
DLAN ..o deployed loca area network
DMA defense mapping agency
DNVT digital nonsecure voice terminal
DOW data orderwire
DSN defense switching network
DSVT digital subscriber voice termina
DTMF dual tone multi-frequency
DTS data terminal set
DVOW .. digita voice orderwire
DWAN e digital wide area network
BA electronic attack
ECAC ...t electromagnetic capability analysis center
EEFl ...l essential elements of friendly information

EM electromagnetic
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EMC .. electromagnetic capability
EMCON ..o emissions control
EP electronic protection
ES o electronic support
ESSC ... engineering support service contractor
BEW electronic warfare
EWIC . early warning and control
FAAD ..o forward area air defense
FAC o forward air controller
FACA) .. forward air controller (airborne)
FDC fire direction center
FOB ..o forward operating base
FPU forward participating unit
FRRS ... frequency resource record system
FSCC o fire support coordination center
FTX field training exercise
GBDS .. ground based datalink
GCCS ... globa command and control systems
GENSER ... generd service
G group modem
GMF-SATCOM ... ground mobile force-satellite communications
HDC .. helicopter direction center
HE high frequency
IAS intelligence analysis system
ICOM integrated COMSEC
[ identification, friend or foe
P internet protocol
ISMO ...l information systems management office
TS individud training standards
JCEOI ...... joint communications-electronic operating instruction
DISS ... joint deployable intelligence support system
JACC ... joint force air component commander

B joint spectrum center
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JTIDS ...l joint tactical information distribution system
JTAOM ... joint tactica air operations module
KPBS kilobits per second
LAAD oo low dtitude air defense
LAN local area network
LAPB ... link access procedure balanced
LM loop group modem
LOSS ... electromagnetic path loss diagram
MACCS ................ Marine air command and control system
MACG ..o Marine air control group
MAG . Marine aircraft group
MAGTF ... . Marine air-ground task force
MAPP . Marine aviaion planning problem
MATCD .................. Marine air traffic control detachment
MCHS ... Marine common hardware suite
MCTCA ...... Marine Corps tactical communications architecture
MDS .. message distribution system
MILOGS ............coiennt MAGTF integrated logistics system
MISTEX ........... Marine integrated simulated training exercise
MOS ... military occupationa speciaty
MOSS ... mobile oceanographic support system
MSE .. multiple subscriber equipment
MUX multichannel
MWCS .................. Marine wing communications squadron
MWSG ... Marine wing support group
MWSS ... Marine wing support squadron
NADGE ................. NATO air defense ground environment
NAVAID e navigationa ad
NCS net control station
NIPRNET ............ nonsecure internet protocol router network
NPG .. network participation group
NRZ non return to zero

NTDS . naval tactical data system
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Ol o on-the-job training
OPLAN operation plan
OPTASKLINK ... operation tasking data link
OSC .o operations system control
OSCC .o operations system control center
PBX public branch exchange
PPP point-to-point protocol
PU participating unit
PV platform vulnerability
RD ringdown
REBECS ............. revised battlefield electronic CEOI system
RFE radio frequency
RLGM .. remote loop group multiplexers
RMC .. remote multiplexer combiner
RU reporting unit
SAAWC ... sector antiair warfare coordinator
SACC ..o supporting arms coordination center
SAR search and rescue
SATCOM .. satellite communications
SCIF ............ specia compartmentalized information facilities
SCR sngle channd radio
SDLC .. synchronized data link control
SHFE super high frequency
SIGINT sgnasintelligence
SIMEX simulated exercise
SINCGARS ..... single channel ground and airborne radio system
SIPRNET ............... secure internet protocol router network
SIS shelterized JTIDS system
SPE .. systems planning and engineering
SPEED ..... systems, planning, engineering, and evauation devise
SQE .. sgna quaity event
TACA) oo tactical air coordinator (airborne)

TACC ..o tactical air command center (USMC)
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TACC .. tactical air control center (USN)
TACDB ..o tactical database
TACSAT tactica satdlite
TACP tactical air control party
TADC . tactical air direction center
TADIL ... tactical digital information link
TAOC .. tactical air operations center
TAOM ... tacticd air operations module
TARHR ............. tactical air request/helicopter request (net)
TASS ... tactical automated switching system
TATC tactical air traffic controller
TCO i tactical combat operations
TDAR tactical defense dert radar
TDS tactical data system
TDMA time divison multiple access
TECHCON ... technical control
TECHCONFAC ... technical control facility
TED o trunk encryption devise
TGM trunk group multiplexer
TMD o theater missile defense
TMDE .................. test measurement diagnostic equipment
TNAPS ........... tactical network analysis and planning system
TRI-TAC ............. tri-service tactical communications system
TSSP tactica satellite signal processor
UHF e ultra-high frequency
ULCS .. unit level circuit switch
VHFE very-high frequency
VPN voice product net
WAN wide area network

SECTION II. DEFINITIONS.
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airborne tactical data system- An airborne early warning sys-
tem capable of integration into the tactical data system environ-
ment. It provides an automated, operator-controlled capability for
collecting, displaying, evauating, and disseminating tactical informa-
tion viatactica digitd information links. It is part of the Naval
Tactical Data System (NTDS). (Joint Pub 1-02) Also called
ATDS.

amplitude modulation - Signa modulation in which the amplitude
of the carrier frequency is varied above and below its normal value

in accordance with the audio, the picture, or other intelligence signa
to be transmitted.

analog communications - A continuous variable signa which
conveys information by the change of the value or magnitude of
sgna. The signal can change in either amplitude, phase, fre-

guency, or duration. Analog signals are alternating current and ra-

dio waves.

automated digital network - The principle long-range Defense
Communications System digital network for transmitting
record/data traffic on an automatic switching basis between and
among awide variety of fixed, transportable and mobile subscriber
equipment.

command and control system - The facilities, equipment, com-
munications, procedures, and personnel essential to a commander
for planning, directing, and controlling operations of assigned forces
pursuant to the missions assigned. (Joint Pub 1-02)

data link - The means of connecting one location to another for
the purpose of transmitting and receiving data. (Joint Pub 1-02)
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digital communications - signd having discrete states, usualy
two which indicate the presence of 2 different voltage levels. The
signa is given meaning by assigning numerica vaues or other in-
formation to the various possible combinations of the discrete states
of thesignd.

directed net - A net in which no station other than the net control
station can communicate with any other station, except for the
transmission of urgent messages, without first obtaining permission
of the net control station. (FMFRP 0-14)

electronic warfare - Any military action involving the use of eec-
tromagnetic and directed energy to control the electromagnetic
spectrum or to attack the enemy. Also called EW. The three ma-
jor subdivisons within EW are: electronic attack, electronic protec-
tion, and electronic warfare support.

a. electronic attack - That divison of electronic warfare in-
volving the use of electromagnetic or directed energy to attack per-
sonnd, facilities, or equipment with the intent of degrading,
neutralizing, or destroying enemy combat capability. Also cdled
EA. EA includes 1) actions taken to prevent or reduce an enemy's
effective use of the electromagnetic spectrum, such as jamming
and electromagnetic deception, and 2) employment of weapons that
use either electromagnetic or directed energy as their primary de-
structive mechanism (lasers, RF weapons, particle beams).

b. electronic protection - That division of eectronic warfare
involving actions taken to protect personnel, facilities, and equip-
ment from any effects of friendly or enemy employment of elec-
tronic warfare that degrade, neutralize, or destroy friendly combat
capability. Also caled EP.
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c. electronic warfare support - That divison of eectronic war-
fare involving actions tasked by, or under direct control of, an op-
erational commander to search for, intercept, identify, and locate
sources of intentional and unintentiona radiated electromagnetic
energy for the purpose of immediate threat recognition. Thus,
electronic warfare support provides information required for imme-
diate decisons involving eectronic warfare operations and other
tactical actions such as threat avoidance, targeting, and homing.
Also caled ES. Electronic warfare support data can be used to
produce signds intelligence (SIGINT), communications intelligence
(COMINT), and dectronics intelligence (ELINT). (Joint Pub 1-02)

emission control - The selective and controlled use of electro-
magnetic, acoustic, or other emitters to optimized command and
control capabilities while minimizing, for operations security (OP-
SEC): a detection by enemy sensors; b. minimize mutua inter-
ference among friendly systems; and/or c. execute a military
deception plan. (Joint Pub 1-02) Also called EMCON.

frequency modulation (FM) - Angle modulation of a sne wave
carrier in which the instantaneous frequency of the modulated
wave differs from carrier frequency by an amount proportiona to
the instantaneous value of the modulating wave. A frequency
modulation system is practicdly immune to amospheric
interference.

ground mobile force/tactical satellite communications - A

DOD satellite system designed to provide large geographic areas
with satellite coverage for ground mobile forces use. This program
will share nationa resource satellites of the DCS, which must aso
support strategic requirements.
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high frequency - The segment of the radio frequency spectrum
that ranges from 3.000 megahertz (MHz) to 29.999 MHz. Normally
associated with long distance single channel radio communications.

line-of-sight - A method of connecting radio waves by being in
line or without obstructions between two stations or radios.

Marine air command and control system - A US Marine Corps
air command and control system which provides the aviation com-
bat element commander with the means to command, coordinate,
and control al air operations within an assigned sector and to coor-
dinate air operations with other Services. It is composed of com-
mand and control agencies with communications-electronics
equipment that incorporates a capability from manua through semi-
automatic control. (Joint Pub 1-02)

multichannel radio - A duplex circuit that uses (2) frequencies to
provide two way communications which are multiplexed to pro-
vided severa channels between the two stations or radios.

naval tactical data system - A complex of data inputs, user con-

soles, converters, adapters, and radio terminals interconnected with
high-speed general purpose computers and its stored programs.
Combat data is collected, processed, and composed into a picture
of the overall tactical situation which enables the force commander
to make rapid, accurate evauations and decisions. (Joint Pub 1-02)
Also caled NTDS.

near vertical incident skywave - A type of radio propagation
that uses a 60 or more degree take off angle to refract the radio
waves o that the radio waves will return to a closely located re-
ceiver. Used when geography prevents normal skywave or ground
wave HF communications.
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obstacle gain defraction (OGD) - A form of interfacing SHF
multichannel radio beams by defracting them off an obstacle and
connecting it with the beam from the distant site which is doing the
same.

operations security - A process of identifying critical information
and subsequently analyzing friendly actions attendant to military op-
erations and other activities to:

a. ldentify those actions that can be observed by adversary intelli-
gence systems.

b. Determine indicators hogtile intelligence systems might obtain
that could be interpreted or pieced together to derive critica infor-
mation in time to be useful to adversaries.

c. Select and execute measures that eliminate or deduce to an ac-
ceptable level the vulnerabilities of friendly actions to adversary ex-
ploitation. (Joint Pub 1-02) Also called OPSEC.

oper ational systems control - The daily operations section that
coordinates and controls the total communi cations architecture.

radio relay - Point-to-point radio transmission in which the signas

are received and retransmitted by one or more intermediate radio

sations. The retransmission may be either manual or automatic.
(FMFRP 0-14)

super high frequency - the segment of the frequency spectrum

that ranges from 3.0 to 30.0 gigahertz (GHz). Tactical super high
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frequency communications within the MACCS operates in the
range of 4.0t0 5.4 GHz.

systems planning & engineering - The function of determining
the communication needs, coordinating tasks, planning and building
circuit routes.

tactical digital information link - A Joint Staff approved, stan-
dardized communication link suitable for transmisson of digitd in-
formation. Current practice is to characterize a tactica digita
information link by its standardized message formats and transmis-
sion characteristics. TADILs interface two or more command and
control weapon systems via a single or multiple network architec-
ture and multiple communication media for exchange of tactica in-
formation. Also called TADIL.

technical control facility - An extension of OSC that controls the
technical aspects of the communications architecture which in-
cludes the ingtallation, maintenance and supervision of al circuits.

troposcatter - An over-the-horizon ground-to- ground radio sys-
tem which utilizes the reflective properties of the troposphere to
provide a multichannel communications system. A form of interfac-
ing SHF multichannd radio beams by using a preplanned spot
where the beams will interconnect and complete a path.

ultra high frequency -The segment of the frequency spectrum
that ranges from 225 to 400 MHz.

very high frequency - A segment of the frequency spectrum that
ranges from 30.00 to 75.95 MHz (frequency modulated) and
118.000 to 137.00 MHz (amplitude modulation).
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References and Related
Publications

Joint Publications (JPs)

0-2 Unified Action Armed Forces (UNAAF)

1-02 Department of Defense Dictionary of Military
and Associated Terms

3-0 Doctrine for Joint Operations

3-01.5 Doctrine for Joint Theater Missile Defense

302 Joint Doctrine for Amphibious Operations

352 Doctrine for Joint Airspace Control in a
Combat Zone

34 Joint Doctrine for Operations Security

3-56 Command and Control Guidance for Joint
Operations

3-56.1 Command and Control in Joint Air Operations

5-0 Doctrine for Planning Joint Operations

6-05.1 Joint Tacticd Communications System
Management

6-05.2 Joint Voice Communications Systems

6-05.3 Joint Data Communications Systems

6-05.5 Joint Communications Security

6-06.6 Joint Technical Control Procedures and
Systems

6-05.7 Joint Network Management
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Fleet Marine Force Manuals (FMFM)

31
3-30
5-1
530
5-50
5-70

Command and Staff Action

Communications

Organization and Function of Marine Aviation
Assault Support

Antiair Warfare

MAGTF Aviation Planning

Fleet Marine Force Reference Publications (FMFRPS)

0-14

FMFRP 5-61

FMFRP 5-62
FMFRP 5-71

Marine Corps Supplement to the DOD
Dictionary of Military and Associated Terms
ICAC2: Multiservice Procedures for
Integrated Combat Airspace Command and
Control

TAGS: The Theater Air Ground System
Aviation Planning Documents

Marine Corps Doctrinal Publications (MCDP)

O 01 WE

Warfighting

Tactics

Expeditionary Operations
Planning

Command and Control
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Marine Corps Warfighting Publications (MCWPSs)

325 Control of Aircraft and Missiles

3-25.3 Marine Air Command and Control System
Handbook

3-255 Direct Air Support Center Handbook

3-25.6 Sector Antiair Warfare Coordinator Handbook

3-25.7 Tactical Air Operations Center Handbook

3-25.8 Marine Air Traffic Control Detachment
Handbook

3-25.10 Low Altitude Air Defense Battalion Handbook

Marine Corps Orders (MCOs)

P3500.19 Training and Readiness Manual
3501.9B Marine Corps Combat Readiness Evaluation
System (MCCRES)
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